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Dagligvarebransjen i
2023

@konomiske hovedtrekk i 2023:
STYRINGSRENTEN

» Darligere privatgkonomi 3,54
» Sterk priskonkurranse
» Uforutsigbar prisutvikling
» @kte ravarekostnader og hey prisvekst
1,5 1,49 133

generelt 1,05, /1,15\ ,
» Raskt gkende renter — Syv 055059057 (34 /

renteskninger fra Norges Bank i 2023 0.08

; O >0 o0 0O 0 DD D

» Hay .K.PI og okte husleler o q,o\ q,()'\ ’Lo\ ,\9\ ,»0'\ q,o\ %0\ 3 W&q}& q/oq,
» Stabilisert heyere gjennomsnittlig

strempris, men lavere enn i 2022 Styringsrentens utvikling, Kilde: Norges bank
Dag"gvarebransjen 12023 Netto omsetning i tradisjonell

dagligvare (i mill. kroner)

Det samlede antallet butikker i landet har
veert stabilt de siste tre arene, men innenfor
disse tallene er flere butikker avviklet og nye
har kommet til. Ved utgangen av 2022 var
det 3.855 dagligvarebutikker i landet.

Aret 2023 ble et ar preget av sveert sterk
konkurranse pé pris i dagligvaremarkedet. Omsetningstall for bransjen for 2023 foreld ikke
Som kjent okte ikke Kiwi prisene 1. februar P& mai 2024, men med hay prisvekst i 2023

. o . . o forventes det okt samlet fra nivaene i 2022.
slik det har veert normalt a gjere i mange ar.
Dette satt en stgkk i hele bransjen. | kjedene
var det U.OverS"fﬂlg 09 ho.y.u5|kkerhet Butikktyper nasjonalt per 31.12.2022
knyttet til marginer og prising av varer. Nasrbutik
Marginene ble presset og mange butikker “
drev i en lang periode med negative
resultater fordi prisakningene pa varer inn
ikke ble tatt ut i prisen til sluttkunden.

Bredsertiment
25 %

Gjennom hele varen og til dels sommeren Lavoris
var det svaert darlige marginer for sa a si L averisandelen fortsatte & ok 2023
. . . avprisanaeien rortsatte a gKke ogsa i O
alle butikker uavhengig av kjede. Dette forte prisa 5 9 J
. . . utgjer na mer enn de 70% den utgjorde ved
ogsa til en sterk bevegelse i utgangen av 2022
kundestremmen. Gjennom aret gikk svaert
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mange kunder fra su permarkedene til Kjede Februar ‘22 Februar'23 Endring Gruppering
lavpris for & gjere en starre del av sine - i o2 23 Nowesoruppen
. . Meny 104 9,0 -14 Norgesgruppen
Innk.lgp der' Spar 6,8 6,6 -0,2 Norgesgruppen
Joker 33 3.2 -01 Norgesgruppen
Utviklingen i markedsandeler endrer seg zb‘ 255‘3 :74‘0 0‘:1 Z‘“““

. . o oy O . s ’ ’ o oop
normalt relativt lite fra ar til ar, men det har i coopPr 34 54 00 ooop
arene etter pandemien veert en dreining CoopMega 35 34 01 Coop
mot lavpris. Gjennom 2023 fortsatte Gooplerked 08 oe 0E o

.. . . Matkroken 04 0,4 0,0 Coop
dreiningen fra supermarked til lavpris og Rema 1000 2.3 230 o5 Reitn
dreiningen tiltok som felge av strammere Bunnpris 3.5 35 00 Lykke

privatekonomi for folk flest og som felge av
heyt prisfokus og store kampanjer fra

Antall butikker per kjede per
lavpriskjedene. per kjede p

31.12.2022

Kiwi var ferst den store vinneren, men over 69869
tid har det vist seg at hele lavprissegmentet >
har fatt en vekst i 2023 sammenlignet med 294,
de andre butikkjedene. For butikkene i 241185142128
Butikkpartner har det i gjennomsnitt veert I I I I l u i 68 37 3
en sterre nedgang pa Meny og Spar enn det - -
har veert pa Kiwi. Kiwi-butikkene hadde < § % g § S g g g’ § g 9 ;i_’ é
omsetningsvekst i 2023 sammenliknet med é oo .% g = = E 3 % g 2
2022. S T & a § =9°

& Z 0
Ettersom lavpris okte, ble det teffere for Kiwi gjorde et strategisk prisgrep i 2023 da de ikke

okte prisene som forventet 1.februar. Dette bidro
til ot Kiwi ble storste dagligvarekjede i Norge i
2023, bade malt i omsetning og i antall butikker.

supermarkedene a fglge prisene og det ble
gjennom aret et skifte i markedsandeler.

Markedsandeler i NorgesGruppen

8 KIWI,
23 %

“\I GIR 0SS PRISLAS
P

Spar/Eurospar
16 %

Kiwi
52 %

Joker /
8%
Naerbutikken
1%
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Om Butikkpartner

Butikkpartner AS eide ved utgangen av 2023 til sammen 18
datterselskaper og hadde i tillegg 50% eierandel i en felles
kontrollert virksomhet. 16 av selskapene var innenfor
dagligvarebransjen, en innenfor catering og servering og to innenfor
neeringseiendom. Dagligvareselskapene driftes innenfor
NorgesGruppens butikkprofiler. | 2023 ble fem driftet som Meny-
butikker, syv som Spar-butikker, tre som Kiwi-butikker og en som
Joker-butikk. Mathuset Skien AS er en cateringbedrift som
produserer selskapsmat, samt produkter til Matbersen og til salg i
butikk. Gregorius Eiendom AS og Falkum Matsenter AS er rene
eiendomsselskap.

Butikkpartner AS har forretningsadresse i Skien. Flertallet av
datterselskapene har ogsa forretningsadresse i Grenland. Fysisk er
virksomheter og eiendommer lokalisert ulike steder i Vestfold og
Telemark, med hovedtyngden i Grenland.

Butikkpartners mal

Forbedre driften i eksisterende virksomheter til det beste for kunder, ~Mat,
ansatte og eiere. mennesker

Videreutvikle og vokse gjennom nye etableringer og fremtidsrettede =~ 0g den gode
lesninger innenfor dagligvare og catering. handle-

Strategidokument 2021-2025 opplevelsen

Endringer og satsinger i 2023

2023 var et ar der Butikkpartner investerte mer ressurser i struktur
og utvikling av ansatte og eksisterende virksomheter enn i nye
virksomheter.

Selskapet

For Selskapet Butikkpartner AS var aret preget av endringer pa
bemanningssiden i Selskapet og oppbygging av ny oppgavefordeling
og struktur og tilpasninger rundt dette. Bemanningen ved slutten av
aret var ca. 5 arsverk. Driftssjef-2 stilling ble gradvis innfaset i 2023,
men far helarseffekt farst i 2024. Nyopprettet stilling som
administrasjonsmedarbeider ble bemannet fra 1.2.2023 og
nyopprettet stilling som Teamleder for bemanningspool startet
1.3.2023.

Omstrukturering av oppgaver og endringer i oppfelging av
datterselskapenes drift ble saledes gjennomfart som planlagt i 2023,
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men vil fa tilpasninger ogsa i 2024 som felge av endringer i
butikkportefaljen gjennom 2023 og i 2024.

Selskapet har tidligere etter enske fra de ansatte hatt unntak fra
verneombud, men fra 2024 velges det verneombud 0gsa i

Butikkpartner AS i trad med endret Arbeidsmiljglov fra 1.1.2024.

Selskapet hadde ingen skadesaker eller varslingssaker i 2023.

Konsern

Det ble iverksatt en rekke utviklingstiltak pa konsernniva for a

videreutvikle virksomhetene i datterselskapene. Eksempler pa dette

er nyvinningene Bemanningspoolen og BP-lekene

(Butikkpartnerlekene). Bemanningspoolen skal utvikles til a bli et

ressurssenter for bemanning med et saerlig fokus pa de store , & &
sesongsvingningene i enkelte butikker. BP-lekene er en aktivitetsdag ::s wf” T
for alle ansatte der hensikten er a fa en sosial og aktiv samling der .

ogsa de under 18 ar kan delta. Arrangementet er alkoholfritt.

Det ble i 2024 ogsa opprettet faste halvarlige ledersamlinger pa
tvers av virksomhetene som involverer mellomlederne i butikkene.
Fokuset pa disse samlingene er universelle tema knyttet til f.eks.
sykefravaersoppfelging, oppleering, ledelse o.l. | 2023 ble ogsa
kapasiteten i driftssjefleddet gkt, og en rekke kontrolloppgaver og
oppfelgingsarbeid ble systematisert og omstrukturert.

Det var ingen varslingssaker eller rapporteringer om miljgskade eller
andre storre skader og avvik fra virksomhetene i 2023.

Avhending av butikker

Det ble gjennomfart vesentlige endringer i butikkportefaljen
gjennom aret. Butikkene Spar Toppen i Mathuset Toppen AS og
Meny Borgestad i Mathuset Borgestad AS ble avhendet og overdratt
til NG SPAR Vestfold og Telemark AS den 1.11.2024. Dette ble
gjennomfart som et innmatssalg og selskapene var ved utgangen av
aret derfor fremdeles datterselskaper av Butikkpartner AS, men uten
aktiv butikkdrift i selskapene.

Energieffektivitet

Effektiv bruk av energi er fremdeles et fokusomrade. Stremprisen har
lagt seg pa et stabilt h@yere niva enn det historisk «normalpris» har
veert. Samlet energiforbruk var imidlertid vesentlig lavere i 2022 enn i
2021 og ytterligere redusert med 7,8 % fra 2022 (8 933 398 kWh) til
2023 (8 236 016). | dette er virksomheter som er kjopt/solgt
gjennomaret holdt utenfor for a fa sammenliknbare tall.
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Selskapet

2023 ble resultatmessig et av de beste arene i Butikkpartners
historie om man ser bort fra pandemiarene 2020 og 2021. Resultat
etter skatt for selskapet endte pa mNOK 21,4 mot mNOK 14,3 i
2022. Resultatet inkluderer gevinst fra salg av virksomheter.

Inntekter fra datterselskapene og tilknyttede selskap gjennom
konsernbidrag og utbytter var i 2023 mNOK 35,5 mot mNOK 23,2
aret for.

For Butikkpartner AS gkte Iannskostnadene gjennom aret som falge
av nyansettelser, samt helarseffekt av ansettelse i 2022.
Driftsresultatet i selskapet var negativt med mNOK 5,5 mot et
negativt driftsresultat pa mNOK 4,6 aret for.

Datterselskapene

Resultatene i datterselskapene i 2023 var gjennomgaende bedre
enn i 2022, med fa unntak. 5 butikker hadde omsetning pa over 100
millioner kroner: MENY Myren, MENY Lietorvet, KIWI Frogner, KIWI
Falkum og KIWI Skippergata.

Konsern

Konsernets salgsinntekter endte pa MRDNOK 1,14 rett under
malsetningen satt i strategiplanen, og om lag mNOK 54 hgyere enn
i 2022 (ca. 5% okning).

Omsetningsmal vs. reell omsetning

1200 1075 1135

100
1000 850
800
600 450
400
200

EEEN Omsetningsmal === Faktisk omsetning

Transaksjon 09222115557518520574 Signert TRG, GTD, JAA, OH, AF

Arsrapport 2023

SIDE 7




Arsrapport 2023

Resultatet endte til slutt pa mNOK 10,6 etter skatt. Betydelig opp
fra 2022 (MNOK — 3,4). Mer normaliserte energipriser er den
primaere arsaken til resultatoppgangen sammenliknet med 2022,
men resultatet er ogsa et godt resultat i historisk perspektiv.

| kroner er resultatet det beste noensinne om man ser bort fra
pandemiarene 2020 og 2021. 2023-resultatet er saledes ikke bare
et normalisert resultat, men ogsa et godt resultat i historisk
perspektiv.
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Samfunnsansvar

Konsernet Butikkpartner er blitt en betydelig samfunnsakter i sin region Vestfold
og Telemark. Gjennom vekst over mange ar er de samfunnsmessige
innvirkningene fra Butikkpartner blitt vesentlige. DNBs ringvirkningsanalyse
viste at Butikkpartner i 2022 bidro med mellom 120 og 150 millioner kroner til
samfunnet i lapet av et ar (MNOK 138 i 2021). | tillegg bidro Butikkpartners
samlede virksomhet til mellom 270-300 arbeidsplasser hos leveranderer og
samarbeidspartnere i tillegg til de ca. 550 arbeidsplassene i konsernet.
Konsernet bidro i 2022 med om lag mNOK 100 i kjgpekraft i sitt lokalsamfunn
gjennom de lgnnsmidler som ble utbetalt. Ringvirkningsanalysen for 2023 er
forelogpig ikke klar.

2 mm 3 KLIMAENDRINGENE

1 LIVUNDER SAMAREEID
FORANAIIMLENE

Baerekraft

De aller fleste store valg tas av kjedene vi er tilknyttet, naermere bestemt
NorgesGruppen. Vi viser derfor til NorgesGruppens arbeid og rapportering pa
omradet. Vi folger det som innfgres av retningslinjer og feringer med tanke pa
baerekraftsarbeidet, enten det gjelder valg av leveranderer, transport, matsvinn
eller sosial baerekraft. Vi anbefaler & se naermere pa NorgesGruppens Ars- og
baerekraftsrapport for 2023: Baerekraft i NorgesGruppen - NorgesGruppen.

n

Ars-og
baerekraftsrapport
2023

Vi gir deg en
bedre hverdag

rouar smtm ‘
GO smm ;

Mer informasjon finnes ogsa i denne arsrapporten under punkt om
Apenhetsloven.
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Mangfold, likestilling og diskriminering

Fra og med arsberetningen for 2020 gjaldt en utvidet aktivitets- og
redegjorelsesplikt knyttet til likestilling og diskriminering for en rekke starre
virksomheter. For Butikkpartner med sin struktur gjelder denne
rapporteringsplikten kun to av selskapene, men konsernet har likevel valgt a
rapportere sa godt som mulig etter disse kravene pa tross av at kravene ikke
gjelder Butikkpartner som konsern.

Krav til rapporteringen
De nye kravene fikk betydning for utforming av arsrapporten fra 2020. Det ble
da rapportert folgende:
kjennsbalansen totalt i virksomheten (antall)
midlertidig ansatte (kjennsforskjell i antall eller prosent)
ansatte i deltidsstillinger (kjgnnsforskjell i antall eller prosent)
gjennomsnitt antall uker foreldrepermisjon for kvinner og menn

| 2021 ble det i tillegg rapportert lennsforskjeller for de virksomheter som er
omfattet av disse kravene. Dette skal rapporteres minimum annethvert ar og det
ble derfor i 2021 derfor rapportert falgende:
. lannsforskjeller pa ulike stillingsniva/grupper (kvinners andel av
menns lenn i kroner eller prosent)
lennsforskjell totalt i virksomheten (kvinners andel av menns lgnn i
kroner eller prosent)
kjgnnsfordeling pa ulike stillingsnivaer/grupper
ansatte som jobber ufrivillig deltid (kjgennsforskjell i antall eller
prosent)

Lennsforskjeller rapporteres derfor igjen i arsrapporten for 2023.

| det felgende redegjeres det for likestilling og diskriminering i Butikkpartner.
Denne redegjarelsen gar som nevnt utover de kravene som gjelder for
Butikkpartners virksomhet. Det opplyses om at for kartlegging av andel ufrivillig
deltid skal ikke resultater offentliggjeres dersom antall er under 5 for hhv kvinner
eller menn.

Redegjarelse for likestilling og mangfold

Butikkpartner jobber for likestilling og mot diskriminering pa grunn av kjgnn,
graviditet, permisjon ved fadsel eller adopsjon, omsorgsoppgaver, etnisitet,
religion, livssyn, funksjonsnedsettelse, seksuell orientering, kjgnnsidentitet og
kjennsuttrykk og kombinasjoner av disse. Det betyr blant annet lik Iann for likt
arbeid, god integrering, likestilling mellom kjenn og et godt laeringsmilja.
Butikkpartner har mal om en total kjgnnsfordeling pa minimum 40 % av hvert
kjenn. Dette samsvarer med malsettingen i NorgesGruppens kjeder.

Butikkpartner falger i alle sine butikker NorgesGruppens retningslinjer for
prinsipper, prosedyrer og standarder for a fremme likestilling og hindre
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|
diskriminering, og for a forebygge trakassering, seksuell trakassering og

kjennsbasert vold. Gjennom kjedemedlemskontraktene er alle Butikkpartners
butikker pliktig a folge de fastsatte retningslinjene. Butikkpartner gjer en ekstra
innsats for a oppfylle sine forpliktelser gjennom oppfaelging og involvering av
ansatte i Butikkpartner AS nar nakkelpersonell i butikk skal ansettes. Styret i
Butikkpartner AS har vedtatt etiske retningslinjer. Disse bygger ogsa pa
innholdet i NorgesGruppens etiske retningslinjer.

Selskapet
| selskapet var det ved utgangen av aret 6 heltidsansatte og av disse var tre

kvinner og tre menn. | tillegg er det en mann som leies inn fra et annet selskap i
en vesentlig stillingsprosent. Butikkpartner AS har en overordnet rolle i
konsernet og kjgnnsbalansen her er altsa 50/50. Ingen av disse har hatt
foreldrepermisjon i 2022.

Styret i Butikkpartner velges av generalforsamlingen som bestar av
Butikkpartners aksjoneerer. Styret har fire medlemmer, alle menn.

Konsernet
Samlet kjennsfordeling

Det var ved utgangen av 2023 blitt 543 ansatte i konsernet, 54 faerre enn ved
utgangen av 2022. Totalt var det 239,2 arsverk per 31.12.2023.

Arsaken til reduksjonen skyldtes i hovedsak to faktorer:
Virksomheten Spar Toppen (i Mathuset Toppen AS) ble avhendet
med virkning fra 1.11.2023
Virksomheten Meny Borgestad (i Mathuset Borgestad AS) ble
avhendet med virkning fra 1.11.2023

Figurene nedenfor viser antall ansatte av hvert kjgnn og kjgnnsbalansen totalt i
virksomheten, samt andel heltid og deltidsansatte fordelt pa kjann.

Samlet kjgnnsbalanse i konsern

Sum mann
44 %

Sum kvinne
56 %

Totalt er kjgnnsbalansen i konsernet meget god. | 2023 var fordelingen 56,4 %
kvinner og 43,6 % menn.
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Faste fulltids- og deltidsstillinger

Det er totalt 115 faste fulltidsstillinger i konsernet, 10 faerre enn aret for. Av disse
innehas 50 % av menn og 50 % av kvinner. | 2023 hadde 317 ansatte frivillige
deltidsstillinger. Av alle kvinnene i konsernet er 58 % i frivillige deltidsstillinger,
mens 42 % av mennene er i frivillige deltidsstillinger. Det er en vesentlig
forbedring i form av utjevning sammenliknet med 2 ar for da 67 % av de i
deltidsstillinger var kvinner.

Fast fulltidsarbeid i Fast deltidsarbeid i
konsern konsern

Fulltid Fulltid

Kvinne Mann
50 % 50 %

Deltid |
Kvinne
58 %

Midlertidig ansatte

Videre folger fordelingen av midlertidig ansatte. Det bar nevnes at en andel av
disse, uavhengig av kjenn, er skoleelever/studenter i sma stillinger og som har
konkrete planer om a flytte til andre geografiske omrader som gjer det umulig a
fortsette a jobbe i samme selskap i fremtiden. Av den grunn har en del av disse
tidsbestemte kontrakter. Kjgnnsfordelingen i 2023 var 42 % menn og 58 %
kvinner i midlertidige stillinger. Andelen midlertidig ansatte av alle ansatte var pa
ca 20 % i 2022. Dette er noe hgyere enn aret for (17 %).

Midlertidig arbeid i konsern

Midl. |

Kvinne
58 %
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Foreldrepermisjon
Det var i 2023 17 ansatte i foreldrepermisjon. Av disse var 13 kvinner og 4 menn. |
gjennomsnitt tok kvinnene ut 22,5 uker med foreldrepermisjon (totalt 293 uker),

mens mennene tok ut 16,6 uker foreldrepermisjon i gjennomsnitt (totalt 66 uker).

50 %
4,0 %
3,0 %
2,0 %
1,0 %
0,0 %

Andel ansattei
fodselspermisjon

MANN

25,00
20,00
15,00
10,00

5,00

KVINNE

Kjennsfordeling i ledelse
Ved utgangen av 2023 var 6 av de gverste lederne i virksomhetene med ansatte
kvinner og 8 var menn. Den samlede kjgnnsbalansen i det som kan betegnes som

de gverste lederrollene i konsernet var ved arets utgang 43 % kvinner og 57 %
menn. Dette anses som en god fordeling og figuren nedenfor viser de siste ars
utvikling innenfor kjgnnsfordelingen pa de averste ledernivaene i konsernet.

Gjennomsnittlig antall
uker i fodselspermisjon

GJ. SNITT MANN GJ.SNITT

KVINNE

UTVIKLING | KJONNSBALANSE | LEDELSE

Th=————69%—__
62%—~—___
56% 56% 57%
A% 44% 43%
38%
s
2018 2019 2020 2021 2022 2023
= =Kvinner = =Menn
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Lennskartlegging

I henhold til lovkrav skal lannskartlegging og rapportering i selskap med mer enn
50 ansatte gjennomfgres minimum annethvert ar. Lannskartlegging og
rapportering ble presentert i Arsrapporten for 2021 og dette gjeres derfor igjen
na for 2023. Det var ved utgangen av 2023 kun et selskap i konsernet som
hadde mer enn 50 ansatte. Rapporteringen omfatter derfor kun dette ene
selskapet, Mathuset Myren AS. Av personvernhensyn skal det kun rapporteres
hvis det er mer enn 5 av hvert kjonn i de ulike stillingskategoriene. Ved Meny
Myren er det kun stillingskategorien «Butikkmedarbeider, ufaglaert» som har nok
ansatte av hvert kjonn til at lennstall kan rapporteres.

Som tabellen nedenfor viser har kvinner i giennomsnitt noe hayere lenn enn
menn ved Meny Myren. Kvinner har samlet 103,8 % av lgnnsnivaet til menn ved
Meny Myren. For ufagleert er samme forhold 102,9%. Hovedarsaken til at kvinner
har heyere lannsniva enn menn ved Meny Myren er at ansiennitetsnivaet blant
kvinner ved Meny Myren generelt er hgyere enn ansiennitetsnivaet for menn.
Dette pavirker innplassering i lannstrinn og dermed Iznnsniva.

Lennsforskjeller mellom kjgnn ved Mathuset Myren AS

. . 480 013
Gjennomsnitt samlet
498 338
H Mann
M Kvinne
. 465 453
Butikkmedarb. ufagleert
478 802

0 100 000 200000 300000 400000 500000 600000

Mangfold i og inkludering i virksomhetene

Dagligvarebransjen og catering- og matproduksjonsbransjen er begge bransjer
som tradisjonelt har stort mangfold blant sine ansatte. Slik er det ogsa i
Butikkpartner. Det er i alle selskaper med ansatte ulike type etnisitet og
bakgrunn blant de ansatte. Butikkpartner har imidlertid ingen systematisk
rapportering pa mangfoldsparametere. Det oppfattes ikke riktig a skulle sparre
de ansatte om deres opphav, etnisitet el.l. for & kunne rapportere pa dette.
Fokuset er a behandle alle ansatte uavhengig av bakgrunn med respekt og
inkludering. A ettersperre ansattes etniske bakgrunn, preferanser, seksuelle
legning el.l. anses ikke a vaere et arbeid som drar dette i riktig retning. Vi vet
imidlertid at etnisk og sosiogkonomisk bakgrunn ved flere av virksomhetene er
veldig variert. Mathuset Skien AS er virksomheten med sterst mangfold nar det
gjelder etnisitet.
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Apenhetsloven

Apenhetsloven tradte i kraft 1.7.2022 og innebaerer at

virksomheter ma gjere aktsomhetsvurderinger av egen

verdikjede, og gjere kunnskapen tilgjengelig for

offentligheten, herunder apenhet om leverandarkjeder og
aktsomhetsvurderinger. '

Loven har 2 hovedformal:
1. Sikre at virksomheter arbeider med aktsomhet
2. Gi samfunnet innsikt i, og kunnskap om, forhold i

virksomhetens verdikjede og leveranderkjeder

Aktsomhetsvurderinger, og tilgjengeliggjering av disse, skal
styrke arbeidsforholdene i virksomheter som produserer
varene forbrukerne kjeper.

Aktsomhetsvurderinger generelt

Loven innebeerer at virksomhetene plikter a ha kunnskap om

vesentlig risiko for negativ pavirkning pa grunnleggende LIKESTILLING
menneskerettigheter og anstendig arbeid i egen virksomhet L L
og i virksomhetens leveranderkjeder. Omfanget av
kunnskapsplikten vil variere, blant annet ut fra virksomhetens
starrelse, eierforhold og struktur, aktiviteter og bransje, vare-
eller tjenestetyper. Med gkt risiko felger det ekt plikt for a
skaffe seg kunnskap og gjere vurderinger. Kunnskapsplikten
gjelder for alle tilfeller der risikoen for negativ pavirkning er
starst, slik som risiko for tvangsarbeid, slaverilignende arbeid,
barnearbeid, diskriminering i arbeid eller manglende respekt m
for a retten til 3 etablere og slutte seg til fagforeninger. |
tillegg skal ogsa risiko for helse, miljg og sikkerhet pa
arbeidsplassen vurderes.

2 5

Butikkpartners verdikjede og

aktsomhetsvurderinger

Sa a si alle ledd i verdikjeden i Butikkpartner av en viss
starrelse er underlagt NorgesGruppens innkjgpsbestemmelser
og oppfelging. Dette betyr ikke at Butikkpartner kan fraskrive

ANSTENDIG ARBEID

seg ansvar, men det betyr at NorgesGruppen som innkjgper 0G OKONOMISK
o . . . VEKST

ma gjere aktsomhetsvurderinger og vurdere tiltak og

iverksette disse. Nar NorgesGruppen gjer dette, gjer de det /\/

0gsa pa vegne av Butikkpartners virksomheter som har ‘I

franchiseavtaler/ kjedemedlemsavtaler med NorgesGruppen.
Det betyr at aktsomhetsvurderingene og aktivitetsplikten for
sa a si alle leverandarer av betydelig sterrelse og med
moderat eller hayere risiko for negativ pavirkning/skade i
verdikjeden vil vaere ivaretatt sa sant NorgesGruppens
ivaretar sitt ansvar.
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|
Det betyr at Butikkpartner falger opp at NorgesGruppen

ivaretar sitt ansvar innenfor omradet. Utover dette er det
relativt sett utfra konsernets omsetning, fa enkeltleveranderer
Butikkpartner ma gjare egne aktsomhetsvurderinger pa.
Aktuelle leveranderer som ikke ivaretas gjennom
NorgesGruppens innkjepssystem knytter seg ferst og fremst
til tekniske forhold knyttet til bygg, infrastruktur ogi de
tilfeller der Butikkpartners selskaper benytter andre
leveranderer enn de NorgesGruppen har innkjgpsavtaler med.
Det siste er mest aktuelt i Mathuset Skien AS.

NorgesGruppen gjer omfattende kartlegginger, vurderinger,
tiltak og oppfelging. Modellen de bruker felger OECDs modell
for aktsomhetsvurderinger for ansvarlig naeringsliv (2018). Mer
om hvordan de gjar dette i praksis finnes pa NorgesGruppens
hjemmeside www.norgesgruppen.no under: Arbeids- og
menneskerettigheter - NorgesGruppen. Det vises ogsa til
NorgesGruppens Ars- 0g Baerekraftsrapport for 2023 og
utover for mer utdypende beskrivelser.

Butikkpartner har for 2023 i tillegg gjort egne
aktsomhetsvurderinger. Redegjerelsen for konsernets arbeid
knyttet til Apenhetsloven offentliggjeres pa selskapets
nettside: www.butikkpartner.no senest 30.06.2024 i henhold til
lovens krav.

Leverandgrer

Butikkpartner @nsker a utvikle seg i en stadig mer baerekraftig
retning ogsa utover de omrader som har fokus i
Apenhetsloven og Mangfolds- og likestillingsloven. Ogsé mye
av dette arbeidet gjeres gjennom avtalene med
Norgesgruppen og de faringer som legges i disse bade nar
det gjelder krav til leveranderer, valg av produsenter,
transportformer av varer osv. Dette er det viktigste arbeidet
siden pavirkningskraften Norgesgruppen har gjennom avtaler
er stort og volumet er meget hgyt noe som gjer at grep som
gjeres pa disse omradene er det som har hgyest effekt ogsa
for Butikkparter sin virksomhet.

Nar det gjelder valg av leverandaerer og innkjop sa legger
Franchiseavtaler/kjede-medlemsavtaler en rekke
begrensninger pa dette omradet.

Matsvinn

Konsernet gjer en betydelig innsats for & redusere matsvinnet
gjennom hgy bevissthet pa a benytte varer fer utlgpsdatoer.
Butikkene har egne steder i butikk der varer som neaermer seg
utlepsdato selges til redusert pris slik at varene blir konsumert

SIDE 16

Transaksjon 09222115557518520574 Signert TRG, GTD, JAA, OH, AF



Arsrapport 2023

|
heller enn kastet. Det produseres ogsa annen type mat av

ravarer som naermer seg utlgpsdato slik at maten blir solgt og
konsumert umiddelbart, og matsvinn unngas. | catering-
virksomheten er fokuset pa a redusere svinn sveert hayt.
Produkter som er levert til kunde er kundens ansvar a benytte
pa en god mate nar produktet er levert. Det tilstrebes 3
produsere riktig mengde mat, men dette er en svaert
krevende gvelse siden mengdebehovet varierer mye basert pa
kunde.

Too Good To Go

Transport

Det meste av transport av varer er underlagt bestemmelser
fra NorgesGruppen og slik sett lite pavirkelig for konsernet.
Det er likevel slik at ASKO som star for den sterste delen av
leveransene er sveert offensive i et baerekraftsperspektiv. Mer
informasjon om dette finnes pa www.asko.no. Utover dette er
det lite frakt og transport i konsernet. Mathuset Skien AS med
sin cateringvirksomhet og Mathuset Myren AS med sin
levering av netthandelsvarer er de to virksomhetene som i
sterst grad har CO2-utslipp gjennom transport. Per i dag har
EL-biler ikke tilstrekkelig rekkevidde til & kunne handtere den
type kjeremenster disse virksomhetene har.

Energi
Energi benyttet i virksomhetene i konsernet stammer i all

hovedsak fra stream basert pa vannkraft. | lapet av 2023 ble Q
det besluttet utbygging av solcelleanlegg ved flere av
Butikkpartners butikker, blant annet ved Spar Kjerbekk og Kiwi
Skippergata. Dette betyr at disse butikkene vil fa deler av sitt

energibehov dekket av solceller fra 2024.

Miljesertifiseringer, miljostasjoner o.l.

Felgende butikker er miljgfyrtarnsertifisert: Meny Myren,
Meny Lietorvet, Meny GS, Meny Brotorvet.

Det er plassert ut egne miljgstasjoner ved felgende butikker:
Meny Myren, Kiwi Falkum, Spar Skjelsvik, Spar Rising og

Spar Kjerbekk.

| tillegg er det plassert ut beholdere til innlevering av brukte
kleer til veldedige formal ved bl.a. Spar Rising og Kiwi Falkum.
En rekke av butikkene har prioritert egne omrader til
sykkelparkering og anskaffet sykkelstativer.

Mathuset Skien er medlem av Grent Punkt. O

Miljefyrtarn”
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Inkludering og mangfold i praksis

Sosial baerekraft settes stadig heyere pa agendaen bade i
samfunnet og i Butikkpartner.

| tillegg til tiltak som iverksettes via NorgesGruppens kjeder
gjer Butikkpartner egne tiltak pa det sosiale
baerekraftsomradet, siden dette er det omradet der
Butikkpartner kan pavirke mest pa egen hand, uten a vaere
helt avhengig av hva som skjer i Norgesgruppen slik det er pa
innkjaps- lager og logistikksiden. Pa disse omradene statter
og felger Butikkpartner opp de tiltakene Norgesgruppen gjar.

Innenfor sosial baerekraft har Butikkpartner iverksatt flere
tiltak i 2023 og det planlegges ytterligere tiltak. Det er i 2023
tatt saerlig grep om det som knytter seg til ansatte og
ansattes forhold og tiltak som skal bidra til at ansatte og
potensielle ansatte inkluderes pa en enda bedre mate enn for.
Dette gjeres via en tettere dialog med NAV omkring
kandidater, engasjement via opplaeringskontorene,
tilpasninger for ansatte med saerskilte utfordringer enten de
er midlertidige eller varige. Det forsgkes a innarbeide gode
holdninger og rutiner for a sikre at alle potensielle ansatte og
ansatte behandles med respekt, verdighet og like muligheter.
Et spesifikt tiltak i denne sammenheng er at en del ansettelser
som tidligere ikke ble utlyst, men rekruttert via nettverk,
familie og kjente na skal lyses ut. Kandidater med ulik
bakgrunn kalles inn til intervju og gis like muligheter. Dette for
a sikre god rekruttering, og for a fa sterre mangfold og
bredde i sskermassen.

For de som allerede er ansatt gjeres det nye tiltak for a bygge
fellesskap og integrering. Dette gjeres forst og fremst i
hverdagen i den enkelte virksomhet, men ogsa gjennom tiltak
pa konsernniva. Et eksempel pa dette er BP-lekene. BP-
lekene er en sosial tilstelning som bidrar til aktivitet og
samhold pa en annen mate enn tradisjonelle sammenkomster i
jobbsammenheng. De forste BP-lekene ble arrangert i
september 2023 med stort hell. De som deltok, var svaert
forngyde. Det ble godt mottatt at dette tiltaket legger til rette
for at ansatte som er under 18 ar kan delta pa lik linje som
andre ansatte og at arrangementet er alkoholfritt.

Som tidligere ar arrangerte Butikkpartner ogsa arsfest for alle
ansatte i konsernet. Pa dette arrangementet var det 18 ars
aldersgrense og oppslutningen om arrangementet er pa
omtrent samme niva som tidligere ar.

Transaksjon 09222115557518520574
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Av andre sosiale baerekraftstiltak nevnes det at det ogsa har
veert gkt fokus pa oppfelging av sykmeldte og riktig
tilrettelegging. Her er det hastet veldig gode erfaringer pa
enkeltbutikker. Det har veert samarbeidet tett med Nav i
enkelttilfeller, samt benyttet ekspertbistand for a finne riktig
vei fremover for den det gjelder. Flere av disse erfaringene er
brukt og/eller igangsatt ogsa pa andre butikker og fokuset vil

fortsette i 2024. Eksempler pd lag og
foreninger som sponses
Arbeidsmilje og HMS av Butikkpartners

Det ble ikke rapportert sterre skader eller vesentlige virksomheter:

hendelser innenfor HMS-omréadet i 2023.

Alle virksomheter har verneombud og i trad med endringer i
Arbeidsmiljgloven fra 1.1.2024 sikres det at AMU-etableres i
trad med nytt regelverk. Alle virksomheter med krav til
verneombud har dette. Med nytt innslagspunkt for
verneombud fra 1.1.2024 har alle virksomheter i Butikkpartner
dette fra 2024.

Andre bidrag til fellesskapet

Betalte skatter og avgifter

Butikkpartnerkonsernet bidrar til fellesskapet pa en rekke ulike o
mater. Konsernet betaler som helhet svaert vesentlige belgp i

skatter og avgifter (f.eks. merverdiavgift, arbeidsgiveravgift,

®
betalbar skatt pa resultater osv.). De siste arene har dette v

belgpet seg til om lag mNOK 75 — 100.

Sponsorater og stotte til neermiljoet

Butikkpartner og dets datterselskaper yter en rekke bidrag til
lokalmiljget. Mye av dette er sponsoravtaler til lokale lag og
foreninger som f.eks. idrettslag. Sponsoravtalene varierer i
omfang og varighet, men samlet er det anslatt at disse
avtalene utgjer sponsorater pa om lag mNOK 1 — 1,5 arlig.

Det gis 0gsa en rekke stettebidrag i mindre format. Som f.eks.
gavekort, fruktkurver og bidrag til lokale arrangementer,
cuper osv.
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Felles gaver og sponsorater
| tillegg til de nevnte sponsorater og gaver bidrar
Butikkpartners butikker med betydelige bidrag gjennom blant

annet:

. Sponsorater gjennom kjedene regionalt og nasjonalt

. Sentrale sponsorater fra Meny, Spar, Joker og Kiwi

. Sponsorater og statte til gode formal fra morselskapet

Butikkpartner

KIWI @ er her: Norway Cup - world's largest youth soccer
tournament.
3. august 2023 - Oslo - Q@

Visste du at KIWI er generalsponsor for Norway Cup? % Kom gjerne innom standen

var og sihei  Viharmasse diggdbypa o @ # Vier stolte av & vaere en del
av verdens starste fotballturnering med over 30 000 spillere fra 30 nasjoner %
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Regnskapsrapportering
2023

Selskapet

Selskapets driftsinntekter for driftsaret 2023 var mNOK 7,4. Finansinntekter fra
datterselskaper utgjorde mNOK 35,5 og var den viktigste arsaken til at arsresultatet i
morselskapet endte pa mNOK 21,4 etter skatt.

Konsernet

Konsernets driftsinntekter for driftsaret 2023 var mNOK 1140,6.
Arsresultatet etter skatt i konsernet endte pa MNOK 10,6 mot mNOK minus 3,4 aret for.

Sum eiendeler utgjorde ved utgangen av 2023 mNOK 276,2 mot mNOK 282,0 ved
utgangen av 2022.

Konsernets egenkapital pr. 31.12.23 var mNOK 82,9 (mNOK 88,3 pr 31.12.22) og utgjorde
30,0 % av den totale kapitalen i konsernet, en reduksjon fra 31,3 % pr 31.12.22.
Kontantstremmen fra drift vurderes som god.

Styret mener at arsregnskapet gir et rettvisende bilde av selskapets eiendeler og gjeld,
finansielle stilling og drift.

Finansiell risiko

Etter styrets oppfatning er det moderat finansiell risiko knyttet til virksomheten.
Kredittrisikoen vurderes som lav, da konsernet i hovedsak har kontantomsetning.
Likviditeten vurderes som god, og markedsrisikoen anses som relativt lav i en bransje
med livsnadvendige varer og relativt stabile rammevilkar. Selv med en eventuell endring
av rammevilkar som fglge av en eventuell endring i konkurransevilkarene, anses
NorgesGruppens profilnus og konkurransekraft a vaere meget sterk og Butikkpartners
butikklokasjoner ville sta seg godt markedsmessig ogsa ved eventuelle profilbytter.

Butikkpartner som konsern ansker a utvikle seg videre ved a overta eksisterende
butikker, leie lokaler til nye dagligvareforretninger, veere tidlig ute med nye lgsninger og
videreutvikle egeneide virksomheter. Selskapet ansker a ha en kontrollert vekst og den
viktigste malsetningen er & oppna positive resultater over tid.

Disponering av arets resultat er vist i tilknytning til resultatregnskapet.

Kontantstrem
Samlet kontantstrem fra operasjonelle aktiviteter i konsernet var i 2023 pa mNOK 39,4
mens driftsresultatet for konsernet utgjorde mNOK 20,0 Differansen skyldes i stor grad
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betalt skatt og avskrivninger. De samlede netto investeringene i konsernet i gav en netto
positiv kontantstramseffekt pa mNOK 4,3. Salget av Spar Toppen og Meny Borgestad
bidro til dette. Brutto investeringer i konsernet var i 2023 pa mNOK 5,9. Disse ble
lepende finansiert over drift. Konsernet har i 2023 nedbetalt langsiktig gjeld med mNOK
12,4. Netto endring av likvider i 2023 var positiv med mNOK 20,8 og konsernets
likviditetsbeholdning pr. 31.12.2022 var mNOK 62,9. Styret vurderer konsernets evne til
egenfinansiering av investeringer som god.

Fortsatt drift

Det fremlagte resultatregnskap og balanse med tilhgrende noter gir etter styrets
oppfatning et rettmessig bilde av resultatet i 2023 og den gkonomiske stillingen ved
arsskiftet. Det har ikke inntruffet saerskilte forhold etter balansedato.

Styret vurderer at risikoen i dagligvarebransjen er lav sammenliknet med de fleste andre
bransjer — ogsa i gjeldende situasjon med en mer ustabil situasjon internasjonalt, hayere
energipriser og hgyere renter enn det som har vaert normalen det siste tiaret.

Det er ikke tegnet styreansvarsforsikring for styremedlemmene og daglig leders mulige
ansvar overfor foretaket.

Utover det som gar frem av arsregnskapet og arsberetningen, kjenner ikke styret til
andre forhold som er av viktighet for a bedemme selskapets stilling og forutsetninger for
videre drift.

,&rsregnskapet er satt opp under forutsetning om fortsatt drift, og styret bekrefter at
denne forutsetningen er til stede.

Skien, 22.mai 2024
Styret i Butikkpartner AS

Andreas Finsrud Jon Anders Arnesen Gunnar Torfinn Dale
styreleder styremedlem styremedlem
Odd Forbregd Hatling Trine Riis Groven
styremedlem daglig leder
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Resultatregnskap
Morselskap

2023 2022
3281074 3080 798
4163011 3882228
7 444 085 6 963 027
0 0
6224 196 4418121
330 906 324544
0 0
6 364 302 6 826 158
12 919 404 11 568 823
-5 475319 -4 605 796
35472 338 23187 299
25948 30564
2803 428 1784536
3097 257 0
0 11527
4707 611 2774 488
30 496 845 22 216 385
25021526 17 610 588
3595 504 3294193
21426022 14 316 395
15 000 000 10 000 000
6 426 022 4316 395
21426022 14 316 395

Driftsinntekter
Salgsinntekt

Annen driftsinntekt
Sum driftsinntekter

Driftskostnader
Varekostnad
Lonnskostnad
Avskrivning
Nedskrivning

Annen driftskostnad
Sum driftskostnader

Driftsresultat

Finansinntekter og
finanskostnader

Inntekt pa inv. i DS og FKV.
Renteinntekt konsern

Annen finansinntekt

Nedskr. av finansielle eiendeler
Rentekostnad konsern

Annen finanskostnad

Netto finansposter

Ordinaert resultat fgr skatt

Skattekostnad

Arsresultat

Fordeling
Majoritetsinteresser
Minoritetsinteresser

Overfgringer og disponeringer
Utbytte
Overfgringer annen EK

Sum disponert

Note

N

w b b w

11
11

Konsern

2023

1114 036 817

2022

1060149761

26 553 323 16 497 203
1140 590 140 1076 646 964
828 454 981 780121678
149 948 681 141 678 561
29101526 31150956

0 3581675

113 073 105 118 670 105

1120578 293

1075 202 975

20011 847 1443 989
0 0

0 0
3419755 1926789
0 0

0 4538

6 987 631 4 555 392
-3 567 876 -2 633 141
16 443 971 -1 189 152
5 869 888 2192 186
10574 083 -3 381 338
11 350 362 -3 050 368
-776 279 -330970
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Butikkpartner AS

Balanse pr. 31. desember

Morselskap

2023 2022
1033371 1240042
16 696 12938
0 0
1050 067 1252980
0 0
55984 232 486
55984 232 486
144 174 362 144 882 459
7 004 000 7 004 000
0 0
5918 031 6115 040
157 096 393 158 001 499
158 202 444 159 486 965
0 0
712 281 14 957
58 374767 60372 060
59 087 048 60387018
39400 879 22 300935
98 487 928 82 687 953
256 690 371 242 174918

Anleggsmidler

Immaterielle eiendeler

Konsesjoner, rettigheter m.m.

Utsatt skattefordel
Goodwill
Sum immaterielle eiendeler

Varige driftsmidler

Tomter, bygninger m.m.
Driftslgsg@re, inventar ol
Sum varige driftsmidler

Finansielle anleggsmidler
Investeringer i datterselskap

Investeringer i felleskontrollert

virksomhet

Investeringer i aksjer og andeler

Andre fordringer
Sum finansielle anleggsmidler

Sum anleggsmidler
Omlgpsmidler
Varer

Fordringer
Kundefordringer
Andre fordringer
Sum fordringer

Bankinnskudd, kontanter ol

Sum omlgpsmidler

Sum eiendeler

Note

(2}

4,13
4,13

7,13

13
8,913

10

Konsern

2023 2022
1381074 1662 489
814 163 180913
37 496 977 48 376 087
39692214 50219 489
19 427 510 20101 831
50 506 563 63 014 708
69 934 073 83 116 539
0 0
0 0
4900 4900
6284 318 6 369 599
6289 218 6374 499
115915 505 139710527
50 800 329 55 143 239
5897 631 7 401 438
40 699 481 37 609 789
46 597 112 45 011 227
62 908 707 42 149 691
160 306 148 142 304 157
276 221 653 282 014 684

Transaksjon 09222115557518520574

Signert TRG, GTD, JAA, OH, AF




Butikkpartner AS

Balanse pr. 31. desember

Morselskap

2023 2022
4298 297 4298 297
-93974 -136 017
47 845 280 47 845 280
0 0
52 049 603 52 007 560
86 720 404 78 048 585
86 720 404 78 048 585
0 0
138 770 007 130 056 146
0 0
0 0
64 635 271 75 876 187
0 0
64 635 271 75 876 187
787 397 512 817
3599 262 1989434
944 259 576 947
47954 176 33163 388
53285093 36 242 585
117 920 364 112118 772
256 690 371 242 174918

Egenkapital

Innskutt egenkapital
Aksjekapital

Egne aksjer

Overkurs

Annen innskutt egenkapital
Sum innskutt egenkapital

Opptjent egenkapital
Annen egenkapital
Sum opptjent egenkapital

Minoritetsinteresser
Sum egenkapital
Gjeld

Avsetninger for forpliktelser
Utsatt skatt
Sum avsetning for forpliktelser

Annen langsiktig gjeld
Gjeld til kredittinstitusjoner
@vrig langsiktig gjeld

Sum annen langsiktig gjeld

Kortsiktig gjeld
Leverandgrgjeld

Betalbar skatt

Skyldige offentlige avgifter
Annen kortsiktig gjeld
Sum kortsiktig gjeld

Sum gjeld

Sum egenkapital og gjeld

Skien, 22. mai 2024

Konsern

Note 2023 2022
11,12 4298 297 4298 297
11 -93 974 -136 017
11 0 0
11 0 0
4204 323 4162 280
11 57 550 812 60 627 293
57 550 812 60627 293
21158 368 23522014
82913 503 88 311 587
5 4099 210 3085 629
4099 210 3085629
13 72 403 088 84 844 004
455 000 455 000
72 858 088 85 299 004
61 022 069 50 749 980
5 5489 562 4 656 219
10 14 355 812 14 145 967
14 35483 409 35766 297
116 350 852 105318 463
193 308 150 193 703 096
276 221653 282 014 684

Andreas Finsrud
styreleder

Jon Anders Arnesen
styremedlem

Odd Forbregd Hatling
styremedlem

Trine Riis Groven
daglig leder

Gunnar Torfinn Dale
styremedlem
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Kontantstremoppstilling

Morselskap
2023 2022
Kontantstremmer fra
operasjonelle aktiviteter
25021526 17 610 558 Resultat fgr skattekostnad
-35472 338 -23 187 269 Resultatandel i DS/FKV
-1989 434 -5 836 577 Periodens betalte skatt
Netto gevinst/tap ved salg av
-47 116 0 anleggsmidler og virksomhet
330906 324 544 Ordinzere avskrivninger
3097 257 0 Nedskrivning aksjer
0 0 Endringivarelager
-697 324 347 001 Endring i kundefordringer
274 580 -121 416 Endringileverandgrgjeld
Endring i andre
-2 450 460 386 456 tidsavgrensningsposter
-11 932 403 -10476 703 Netto kontantstrgm fra
operasjonelle aktiviteter
Kontantstremmer fra
investeringsaktiviteter
Innbetalinger ved salg av varige
150 000 0 driftsmidler og virksomhet
Utbetalinger ved kjgp av varige
-50617 -17 670 driftsmidler
Utbetaling ved kjgp immaterielle
0 0 driftsmidler
-5965 327 0 Utbetalinger DS og FKV
197 009 1675751 Innbetalt pa langsiktige fordringer
23187 299 34 143 987 Innbetalinger DS og FKV
0 -520 000 Utbetalinger ved utlan
Netto kontanteffekt ved kjgp av
-2 389 160 -11 886 246 aksjer
15 129 204 23 395 822 Netto kontantstrgm fra
investeringsaktiviteter
Kontantstremmer fra
finansieringsaktiviteter
Innbetaling ved opptak langsiktig
0 12 003 000 gjeld
Utbetalinger ved nedbetaling
-11 240916 -7 978 569 langsiktig gjeld
2287 839 0 Innbetaling ved salg egne aksjer
Utbetaling ved nedbetaling lan
0 -4 138 743 morselskap
-10 000 000 -10 000 000 Utbetalinger av utbytte
Netto endring i
32856219 -4 577 905 konsernkontoordning
0 0 Utbetaling til minoritet
13903 142 -14 692 217 Netto kontantstrgm fra
finansieringsaktiviteter
17 099 943 -1773 098 Netto endring i likvider i aret
22 300935 24 074 033 Kontanter og bankinnskudd 01.01
39400 878 22 300935 Kontanter og bankinnskudd 31.12

Konsern
2023 2022
16 443 971 -1 189152
0 0
-4 656 219 -8 737 819
-9 036 330 117 169
29101526 34732631
0 0
4342 910 -3067 871
1503 807 -2071231
10272 089 -2134374
-8 614 081 11 961 565
39357673 29610918
10 150 000 260 000
-5 890 704 -9571244
0 -138 031
0 0
85 281 175751
0 0
0 0
0 -8 603 208
4 344 577 -17 876 732
0 3279431
-12 440 916 -4 138 743
2 287 839 0
0 0
-10 401 000 -10 475 000
0 0
-2 389 157 0
-22 943 234 -11 334 312
20759016 399 874
42 149 691 41749 817
62 908 707 42 149 691
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Butikkpartner AS

Noter til regnskapet for 2023

Note 1 - Regnskapsprinsipper
Konsernregnskapet er satt opp i samsvar med regnskapslovens bestemmelser og god regnskapsskikk.

Konsolidering

Konsernregnskapet omfatter morselskapet Butikkpartner AS og selskaper som Butikkpartner AS har bestemmende
innflytelse over, jfr. note 6. Bestemmende innflytelse oppnas normalt nar konsernet eier mer enn 50 % av aksjene i
selskapet, og konsernet er i stand til 3 utgve faktisk kontroll over selskapet.

Minoritetsinteresser inngar i konsernet egenkapital. Transaksjoner og mellomvaerende mellom selskapene i konsernet
er eliminert. Konsernregnskapet er utarbeidet etter ensartede prinsipper, ved at datterselskapene fglger de samme
regnskapsprinsipper som morselskapet.

Kjppte datterselskaper regnskapsfgres i konsernregnskapet basert pa virkelige verdier pa
konsernetableringstidspunktet. Goodwill pa oppkjgpstidspunktet inkluderer bade minoriteten og majoritetens andel.

Felleskontrollert virksomhet regnskapsfgres i konsernregnskapet etter bruttometoden. Bruttometoden reflekterer
deltakers andel av aktivitet og finansielle stilling i den felleskontrollerte virksomheten, og deltager regnskapsfgrer sin
andel av inntekter, kostnader, eiendeler og gjeld.

Datterselskap og felleskontrollert virksomhet
Datterselskap og felleskontrollert virksomhet vurderes etter kostmetoden i selskapsregnskapet. Investeringen er
vurdert til anskaffelseskost for aksjene med mindre nedskrivning har vaert ngdvendig.

Utbytte, konsernbidrag og andre utdelinger fra datterselskap er inntektsfgrt samme ar som det er avsatt i givers
regnskap. Overstiger utbyttet/konsernbidraget andel av opptjent resultat etter anskaffelsestidspunktet, representerer
den overskytende del tilbakebetaling av investert kapital, og utdelingene er fratrukket investeringens verdi i balansen til
morselskapet.

Salgsinntekter
Inntektsfgring ved salg av varer skjer pa leveringstidspunktet.

Klassifisering og vurdering av balanseposter
Omlgpsmidler og kortsiktig gjeld omfatter poster som forfaller til betaling innen ett ar etter anskaffelsestidspunktet,
samt poster som knytter seg til varekretslgpet. @vrige poster er klassifisert som anleggsmiddel/langsiktig gjeld.

Omlgpsmidler vurderes til laveste av anskaffelseskost og virkelig verdi. Kortsiktig gjeld balansefgres til nominelt belgp
pa opptakstidspunktet.

Anleggsmidler vurderes til anskaffelseskost, men nedskrives til virkelig verdi ved verdifall som ikke forventes a vaere
forbigdende. Langsiktig gjeld balansefgres til nominelt belgp pa etableringstidspunktet.

Varige driftsmidler

Varige driftsmidler balansefgres og avskrives over driftsmidlets forventede gkonomiske levetid. Direkte vedlikehold av
driftsmidler kostnadsfgres Igpende under driftskostnader, mens pakostninger eller forbedringer tillegges driftsmidlets
kostpris og avskrives i takt med driftsmidlet. Dersom gjenvinnbart belgp av driftsmiddelet er lavere enn balansefgrt
verdi foretas nedskrivning til gjenvinnbart belgp. Gjenvinnbart belgp er det hgyeste av netto salgsverdi og verdi i bruk.
Verdi i bruk er ndverdien av de fremtidige kontantstrémmene som eiendelen vil generere. Posten inkluderer
driftsmidler med finansielle leieavtaler.

Fordringer

Kundefordringer og andre fordringer er oppfgrt i balansen til palydende etter fradrag for avsetning til forventet tap.
Avsetning til tap gj@res pa grunnlag av individuelle vurderinger av de enkelte fordringene. | tillegg gjgres det for gvrige
kundefordringer en uspesifisert avsetning for a dekke antatt tap.

Varebeholdninger
Lager av innkjgpte varer er verdsatt til laveste av anskaffelseskost og virkelig verdi. Anskaffelseskost vurderes etter
FIFO- prinsippet.
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Noter til regnskapet for 2023

Skatter

Skattekostnaden i resultatregnskapet omfatter bade periodens betalbare skatt og endring i utsatt skatt. Utsatt skatt er
beregnet med 22 % pa grunnlag av de midlertidige forskjeller som eksisterer mellom regnskapsmessige og
skattemessige verdier, samt skattemessig underskudd til fremfgring ved utgangen av regnskapsaret. Skattegkende og
skattereduserende midlertidige forskjeller som reverserer eller kan reversere i samme periode er utlignet. Netto utsatt
skattefordel balansefgres i den grad det er sannsynlig at denne kan bli nyttegjort.

Pensjoner

Selskapet har innskuddsbasert pensjonsordning for sine ansatte. Ordningen tilfredsstiller kravene i lov om obligatorisk
tjenestepensjon (OTP). Framtidige ytelser vil variere med avkastning pa innskutte premier. Regnskapsmessig kostnad
tilsvarer arets premie/innskudd.

Prinsipper for kontantstrgmoppstilling

Kontantstremoppstillingen er utarbeidet med basis i den indirekte metode.

Note 2 - Salgsinntekter

Morselskapets inntekter gjelder honorarer til datterselskaper og er i sin helhet i Norge.
Konsernets inntekter er i sin helhet i Telemark og Vestfold og gjelder dagligvareomsetning og cateringvirksomhet.

Note 3 - Lgnnskostnader, antall ansatte, 1an til ansatte og godtgjgrelse til revisor

Konsern Morselskap

Lgnnskostnader 2023 2022 2023 2022

Lgnninger 123 521 874 119 307 077 5162 848 3706 928
Arbeidsgiveravgift 18 774 987 17 574 837 914 700 607 430
Pensjonskostnader 4019214 3074714 121744 87 448
Andre ytelser/refusjoner 3632 607 1721932 24 905 16 316
Sum 149 948 681 141 678 561 6224 196 4418 121
Gjennomsnittlig antall sysselsatte arsverk 241 245 6 4

Selskapet er pliktig til 3 ha tjenestepensjonsordning etter lov om obligatorisk tjenestepensjon.
Selskapenes pensjonsordninger tilfredsstiller kravene i denne lov.

Daglig
Ytelser til ledende personer i konsernet leder Styret
Lgnn 1759942
Annen godtgjgrelse 11 532 101 100
Det er gitt |an til daglig leders selskap, Riis Holding AS, i forbindelse med kjgp av aksjer i selskapet.
Pr 31.12.2023 er lanet kr 5 918 031. Lanet renteberegnes med rente lik 3 mnd NIBOR + 1,2 %.
Riis Holding AS' aksjer i selskapet er stillet som sikkerhet for lanet.
Lanet nedbetales arlig ved motregning av utbytte, med endelig oppgj@r senest 2030.
Honorarer til revisor (eksklusiv merverdiavgift): Konsern Morselskap
Revisjonsrelaterte tjenester 733 200 128 800
Andre tjenester 86 010 33 400
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Noter til regnskapet for 2023

Note 4 - Varige driftsmidler

Konsern Goodwill Rettigheter o. Bygninger og Majskmer 8 Sum
tomter driftslgsgre

Anskaffelseskost 1.1.23 124 230 849 2525627 25395511 171 629 090 323781077

Tilgang i aret 21581 - 5869 123 5890 704

Avgang i aret -2 770 000 -12 250 250 -15 020 250

Anskaffelseskost pr. 31.12 121 460 849 2 547 208 25395511 165 247 963 314 651 531

Akkumulerte av- og nedskrivninger pr.

31.12 83 963 872 1166 134 5968 002 114 741 400 205 839 408

Balansefgrt verdi 31.12 37 496 977 1381074 19 427 510 50 506 563 108 812 123

Ordinaere avskrivninger i aret 10 879 109 302 996 650 228 17 269 193 29 101 526

Nedskrivinger i aret R

Levetid 10 ar 10 ar 10-50 ar 3-7 ar

Avgang driftsmidler knytter seg i hovedsak til salg av to virksomheter i konsernet i 2023.

Gevinst ved salg av virksomhet inngar i annen driftsinntekt med kr 9 561 174. Tap ved salg av virksomhet

inngar i andre driftskostnader med kr 571 960.

Konsernet har betydelige leiekontrakter for leie av butikklokaler hvor arlig leie er omsetningsbasert og utgjgr 3-4 % av

omsetningen.

Note 5 - Skatt

Grunnlag for beregning av utsatt skatt / utsatt skattefordel: Morselskap

Spesifikasjon av midlertidige forskjeller og underskudd til fremfgring: 2023 2022

Forskjeller som utlignes:

Driftsmidler -159 079 -134 217

@vrige forskjeller 83187 75 405

Fremfgrbart underskudd - -

Sum -75 892 -58 812

Utsatt skatt -16 696 -12 939

Begrensning utsatt skattefordel - -

Utsatt skattefordel/utsatt skatt -16 696 -12 939

Morselskap

Resultatfgrt skattekostnad Grunnlag Skattekostnad | Betalbar skatt

Ordinaert resultat for skatt 25021 526 5504 736

Permanente forskjeller -8 686 106 -1910943

Avgitt konsernbidrag

Endring i midlertidige forskjeller 24 862 5470

Alminnelig inntekt 16 360 282 3 599 262 3599 262

Endring utsatt skatt -3758

Resultatfgrt skattekostnad 3 595 504
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Noter til regnskapet for 2023

Grunnlag for beregning av utsatt skatt / utsatt skattefordel: Konsern
Spesifikasjon av midlertidige forskjeller og underskudd til fremfgring: 2023 2022
Forskjeller som utlignes:
Driftsmidler 9215654 13 199 543
Utestaende fordringer -173 948 -93 310
Gevinst og tapskonto 5890 331 21 620
@vrige forskjeller - 75 405
Fremfgrbart underskudd - -
Sum 14 932 037 13 203 258
Tilgang ved oppkijop i aret 4634773
Utsatt skatt 3285048 2904 717
Begrensning utsatt skattefordel - -
Utsatt skattefordel/utsatt skatt 3285 047 2904 716
Tilgang utsatt skatteforpliktelse ved oppkj@p i aret
Herav balansefgrt utsatt skattefordel 814 163 180913
Balansefgrt utsatt skatteforpliktelse 4099 210 3 085 629
Konsern
Resultatfgrt skattekostnad Grunnlag Skattekostnad | Betalbar skatt
Ordinzert resultat fgr skatt 16 443 971 3617 674
Permanente forskjeller 476 713 104 877
Avskrivninger goodwill konsern 9760 626 2 147 338
Endring i midlertidige forskjeller -1728779 -380 331
Midlertidige forskjeller ved oppkjop - -
Alminnelig inntekt 24 952 531 5489 557 5 489 560
Betalbar skatt betalt i Igpet av aret
Resultatfgrt endring utsatt skatt 380331
Resultatfgrt skattekostnad 5 869 888
Note 6 - Datterselskap
Butikkpartner AS har fglgende Forretnings- |Eierandel/ Bokfgrt verdi Anskaffet
datterselskaper kontor st.andel hos mor
Lie Center AS Skien 100 % 7 568 400 2008
Mathuset Myren AS Skien 100 % 27 811 276 2008
Mathuset Sjgbua AS Bamble 100 % 6490 873 2009
Mathuset Skien AS Skien 92 % 8 098 465 2008
Mathuset Kjgrbekk AS Skien 100 % 16 500 005 2011
Mathuset Toppen AS Skien 100 % 2 807 407 2011/2022
Mathuset Horten AS Horten 100 % 2 648 985 2012
Mathuset Skjelsvik AS Porsgrunn 100 % 80371 2012
Mathuset Falkum AS Skien 100 % 10 007 584 2012
Gregorius Eiendom AS Skien 60 % 2 754 465 2011
Mathuset Frogner AS Skien 100 % 21735919 2013
Mathuset Skippergata AS Porsgrunn 100 % 1 000 000 2016
Mathuset Borgestad AS Skien 100 % - 2016
Kr. Fjeld AS Skien 65 % 6819 181 2018
Brotorvet Mat AS Bamble 50 % 10 466 916 2018
Falkum Matsenter AS Skien 100 % 6 115 833 2020
Mathuset Hesselbergate AS Skien 100 % 1382 436 2021
GS Dagligvaredrift AS Skien 50 % 11 886 246 2022
[Sum 144 174 362
Butikkpartner AS har fglgende Forretnings- |Eierandel/ Bokfgrt verdi Anskaffet
felleskontrollert virksomhet kontor st.andel
Rauland Varesenter AS Vinje 50 % 7 004 000 2018
Sum 7 004 000
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Noter til regnskapet for 2023

Note 7 - Varer

Konsernets varelager bestar av innkjgpte handelsvarer. Det er ikke gjort avsetning for ukurans.

Note 8 — Mellomvarende med selskap i samme konsern og tilknyttet selskap

Andre kortsiktige fordringer
Butikkpartner AS har fordring pa fglgende datterselskaper: 2023 2022
Lie Center AS 2 304 836 2041136
Mathuset Kjgrbekk AS 3408 480 3666 941
Mathuset Myren AS 1980 467 2373524
Mathuset Skjelsvik AS - -
Mathuset Horten AS 2 629 360 1587 143
Mathuset Frogner AS 2 543 829 4743 943
Mathuset Borgestad AS - -
Mathuset Skippergata AS 4249 924 3171704
Mathuset Sjgbua AS 2 924 456 -
Mathuset Skien AS 1560 248 444 000
Mathuset Falkum AS 4790 039 3 004 408
Mathuset Toppen AS 6 307 799 -
Rauland Varesenter AS 4789 500 4373 903
Kr Fjeld AS 845 000 845 000
Brotorvet Mat AS 571 000 600 000
Gregorius Eiendom AS 185 400 435 000
GS Dagligvaredrift 41 500 -
Falkum Matsenter AS - 85 000
Sum 39131 838 27 371702
Annen kortsiktig gjeld
Butikkpartner AS har gjeld til fglgende datterselskaper: 2023 2022
Mathuset Borgestad AS - 2 688 791
Mathuset Toppen AS - 1542 644
Mathuset Hesselberggate - 1733 892
Sum - 5965 327
Selskapet inngar i en konsernkontoordning. Fordringer pa datterselskaper
knyttet til konsernkontoordningen utgjgr kr 17 902 341 og gjeld utgjgr kr 31 563 805.
Note 9 - Andre kortsiktige fordringer
Konsern Morselskap

Andre kortsiktige fordringer 2023 2022 2023 2022
Til gode bonus 36 390 697 33041113 - -
Til gode merverdiavgift - 44 954 - -
Forskuddsbetalte kostnader 2501 945 2 060 930 332 657 -
Andre kortsiktige fordringer 1 806 838 2 462 792 1007 932 874 564
Konsernfordringer, se note 8 - - 57 034 179 59 497 497

40 699 481 37 609 789 58 374 767 60 372 060
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Noter til regnskapet for 2023

Note 10 - Bankinnskudd

Konsern Morselskap
Bundne midler: 2023 2022 2023 2022
Herav skattetrekksmidler pa egen konto 3763 512 4 400 253 265 503 211 020
Note 11 - Egenkapital
Morselskap
Annen
Aksjekapital Egne aksjer Overkurs egenkapital Sum
Egenkapital 01.01 4298 297 -136 017 47 845 280 78 048 585 130 056 146
Salg av egne aksjer 42 043 2 245 796 2287 839
Avsatt utbytte -15 000 000 -15 000 000
Arets resultat 21426 022 21426 022
Egenkapital pr.31.12 4298 297 -93 974 47 845 280 86 720 403 138 770 007
Konsernet
Minoritets-
Aksjekapital Egne aksjer Konsernets fond interesse Sum
Egenkapital 01.01 4298 297 -136 017 60 627 299 23522014 88 311 587
Salg av egne aksjer 42 043 2 245 796 2287 839
Avsatt utbytte -15 000 000 -870 853 -15 870 853
Avgang minoritet -1672 643 -716 514 -2 389 157
Arets resultat 11 350 362 -776 279 10 574 083
Egenkapital pr.31.12 4298 297 -93 974 57 550 814 21158 368 82913 499
Note 12 - Aksjekapital og aksjonaerinformasjon
Selskapets aksjekapital erkr 4 298 297 fordelt pa 4 298 297 a kr 1.
Stemme
Aksjonarer i selskapet pr. 31.12. var: Ordinzere aksjer Eierandel andel
Fjellvdken Holding AS 3185 442 74,11 % 74,11 %
Poulsen Invest AS 398 785 9,28 % 9,28 %
Siesda Invest AS 214915 5,00 % 5,00 %
Helgerud Holding AS 171915 4,00 % 4,00 %
Riis Holding AS 124 501 2,90 % 2,90 %
Hvalen Invest AS 66 722 1,55 % 1,55 %
Kay Invest AS 42043 0,98 % 0,98 %
Butikkpartner AS, egne aksjer 93 974 2,19% 2,19%
4298 297 100,0 % 100,0 %
Stemme
Eierandeler justert for egne aksjer i selskapet pr. 31.12. var: Ordinzere aksjer Eierandel andel
Fjellvaken Holding AS 3185 442 75,77 % 75,77 %
Poulsen Invest AS 398 785 9,49 % 9,49 %
Siesda Invest AS 214 915 511% 511 %
Helgerud Holding AS 171915 4,09 % 4,09 %
Riis Holding AS 124 501 2,96 % 2,96 %
Hvalen Invest AS 66 722 1,59 % 1,59 %
Kay Invest AS 42043 1,00 % 1,00 %
Butikkpartner AS, egne aksjer 0,00 % 0,00 %
4204 323 100,0 % 100,0 %

Transaksjon 09222115557518520574

Signert TRG, GTD, JAA, OH, AF




Butikkpartner AS

Noter til regnskapet for 2023

Note 13 - Pant og garantier

Morselskapet og datterselskaper har stillet sikkerhet for nedbetalingskreditt, konsernkontokreditt og

garantiramme for inntil kr 50 millioner. Datterselskapene har ogsa stillet sikkerhet for langsiktig |an pa kr 64,6

millioner.

Det er stillet leietakergarantier i konsernet for totalt kr 13 129 343.

Konsern
Gjeld som forfaller senere enn fem ar etter regnskapsarets slutt 2023 2022
Gjeld til kredittinstitusjoner 13 399 237 24 839 424

Konsern
Gjeld og garantier som er sikret ved pant 2023 2022
Gjeld til kredittinstitusjoner 72 403 088 84 844 004

Konsern
Balansefgrt verdi av eiendeler som er pantsatt 2023 2022
Bygning og tomt 10726 431 10726 431
Varelager 40 324 658 48 100 953
Fordringer 34 742 001 40511 476
Driftslgsgre, inventar, verktgy, kontormaskiner ol. 34 577 800 51556 676
Sum 120370 890 150 895 536
Note 14 - Annen kortsiktig gjeld

Konsern Morselskap
Annen kortsiktig gjeld 2023 2022 2023 2022
Palgpte feriepenger 11 989 536 11 895 864 582 246 378 071
Utbytte 15 870 853 10 401 000 15 000 000 10 000 000
Gjeld til aksjonaerer 1407 250 600 000 - -
Konsernbidrag - - - 5965 327
Konserngjeld konsernkonto 31563 805 12931039
Annen kortsiktig gjeld 6215 770 12 869 433 808 125 3 888 950
35 483 409 35 766 297 47 954 176 33 163 388
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Arsrapport 2023

Kontaktinformasjon

Trine Riis Groven Leif Inge Winther

Daglig leder @konomisjef
TIf. 91873286 TIf. 98221978
Epost Epost

trine@butikkpartner.no leif.inge@butikkpartner.no

Firmainformasjon
Butikkpartner AS
Kjgrbekkvegen 46, 3735 Skien
TIf. 91873286
www.butikkpartner.no
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-05-28 07:46:18.996292 UTC ±41 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      193.212.198.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The initiator Marianne Lunde (ML) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2024-06-02 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-05-28 07:46:18.996292 UTC ±41 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (trine@butikkpartner.no) and SMS (+4791873286) to Trine Riis Groven (TRG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-28 07:46:28.65177 UTC ±42 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Trine Riis Groven (TRG) was delivered.

      


    

  



  

  

    		2024-05-28 07:46:29.952442 UTC ±42 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Trine Riis Groven (TRG) was delivered.

      


    

  



  

  

    		2024-05-28 07:58:26.655731 UTC ±58 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      193.212.198.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The party Trine Riis Groven (TRG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 07:59:24.549005 UTC ±59 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      193.212.198.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The document was signed by Trine Riis Groven (TRG) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport og årsregnskap 2023 - Butikkpartner med transaksjonsnummer 9222115557518520574.
























Data returned from 

  Vipps

:

  
Name: Trine Riis Groven

  
Personal identification number: 

  *Redacted by author*



  
Date of birth: 1977-04-13

  
PID: 9578-5997-4-29836

  

  
Bank: Eika Gruppen AS

  
Signatory distinguished name: CN=Groven\, Trine Riis,O=Eika Gruppen AS,C=NO,SERIALNUMBER=UN:NO-9578-5997-4-29836,SURNAME=Groven,GIVENNAME=Trine Riis

  
Issuer distinguished Name: CN=BankID - Eika Gruppen AS - Bank CA 3,OU=979319568,O=Eika Gruppen AS,C=NO;OrginatorId=2601;OriginatorName=Skagerrak Sparebank;OriginatorId=2601

  
Certificate valid from: 2023-11-02 15:11:48 UTC




















Signature: 



  *Redacted by author*










      


    

  



  

  

    		2024-05-28 07:59:24.549005 UTC ±59 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (andreas@butikkpartner.no) and SMS (+4748024510) to Andreas Finsrud (AF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-28 07:59:31.285763 UTC ±59 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Andreas Finsrud (AF) was delivered.

      


    

  



  

  

    		2024-05-28 07:59:34.624372 UTC ±59 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Andreas Finsrud (AF) was delivered.

      


    

  



  

  

    		2024-05-28 08:04:51.056955 UTC ±66 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      77.16.215.55

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Andreas Finsrud (AF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 08:05:50.587141 UTC ±68 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      77.16.215.55

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Andreas Finsrud (AF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 08:05:56.232134 UTC ±68 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      77.16.215.55

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +4748024510 for Andreas Finsrud (AF) to use for authentication.

      


    

  



  

  

    		2024-05-28 08:06:04.828355 UTC ±68 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4748024510 for Andreas Finsrud (AF) to use for authentication.

      


    

  



  

  

    		2024-05-28 08:06:09.584162 UTC ±68 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      77.16.215.55

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Andreas Finsrud (AF) signed the document using PIN by SMS as authentication method. The PIN was sent to +4748024510.

      


    

  



  

  

    		2024-05-28 08:06:09.584162 UTC ±68 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (dale.torfinn@gmail.com) and SMS (+4791190595) to Gunnar Torfinn Dale (GTD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-28 08:06:22.877083 UTC ±68 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Gunnar Torfinn Dale (GTD) was delivered.

      


    

  



  

  

    		2024-05-28 08:06:23.946249 UTC ±68 ms

    		2024-05-28 07:16:25.313005 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gunnar Torfinn Dale (GTD) was delivered.

      


    

  



  

  

    		2024-05-28 09:20:31.785693 UTC ±7 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      51.174.212.244

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gunnar Torfinn Dale (GTD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 09:21:18.317279 UTC ±8 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      51.174.212.244

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Gunnar Torfinn Dale (GTD) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport og årsregnskap 2023 - Butikkpartner med transaksjonsnummer 9222115557518520574.
























Data returned from 

  Vipps

:

  
Name: Gunnar Torfinn Dale

  
Personal identification number: 

  *Redacted by author*



  
Date of birth: 1951-08-14

  
PID: 9578-5994-4-545695

  

  
Bank: Danske Bank A/S

  
Signatory distinguished name: CN=Dale\, Gunnar Torfinn,O=Danske Bank A/S,C=NO,SERIALNUMBER=UN:NO-9578-5994-4-545695,SURNAME=Dale,GIVENNAME=Gunnar Torfinn

  
Issuer distinguished Name: CN=BankID - Danske Bank - Bank CA 3,OU=977074010,O=Danske Bank A/S,C=NO;OrginatorId=8601;OriginatorName=Danske Bank;OriginatorId=8601

  
Certificate valid from: 2024-01-12 09:38:11 UTC




















Signature: 



  *Redacted by author*










      


    

  



  

  

    		2024-05-28 09:21:18.317279 UTC ±8 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (odd@bo-partner.no) and SMS (+4799278188) to Odd Hatling (OH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-28 09:21:23.294801 UTC ±8 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Odd Hatling (OH) was delivered.

      


    

  



  

  

    		2024-05-28 09:21:31.201623 UTC ±8 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Odd Hatling (OH) was delivered.

      


    

  



  

  

    		2024-05-28 09:54:42.148173 UTC ±60 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      46.15.220.158

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Odd Hatling (OH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 09:55:02.24696 UTC ±61 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to andreas@butikkpartner.no was opened.

      


    

  



  

  

    		2024-05-28 09:57:26.545384 UTC ±65 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      46.15.220.158

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Odd Hatling (OH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 09:58:40.530018 UTC ±67 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      46.15.220.158

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Odd Hatling (OH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 10:06:23.959551 UTC ±79 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to odd@bo-partner.no was opened.

      


    

  



  

  

    		2024-05-28 10:13:23.542705 UTC ±90 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      46.15.223.49

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Odd Hatling (OH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 10:13:30.515332 UTC ±90 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to odd@bo-partner.no was opened.

      


    

  



  

  

    		2024-05-28 10:14:13.977108 UTC ±91 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      46.15.223.49

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Odd Hatling (OH) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport og årsregnskap 2023 - Butikkpartner med transaksjonsnummer 9222115557518520574.
























Data returned from 

  Vipps

:

  
Name: Odd Forbregd Hatling

  
Personal identification number: 

  *Redacted by author*



  
Date of birth: 1965-11-20

  
PID: 9578-5997-4-354430

  

  
Bank: DNB Bank ASA

  
Signatory distinguished name: CN=Hatling\, Odd Forbregd,O=DNB Bank ASA,C=NO,SERIALNUMBER=9578-5997-4-354430

  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002

  
Certificate valid from: 2022-07-21 17:35:38 UTC




















Signature: 



  *Redacted by author*










      


    

  



  

  

    		2024-05-28 10:14:13.977108 UTC ±91 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jaa@os2.no) and SMS (+4798234885) to Jon Anders Arnesen (JAA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-28 10:14:21.53933 UTC ±91 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jon Anders Arnesen (JAA) was delivered.

      


    

  



  

  

    		2024-05-28 10:14:22.521995 UTC ±91 ms

    		2024-05-28 09:16:28.586169 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jon Anders Arnesen (JAA) was delivered.

      


    

  



  

  

    		2024-05-28 10:20:48.049001 UTC ±7 ms

    		2024-05-28 10:16:30.252285 UTC

    		

      193.160.115.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The party Jon Anders Arnesen (JAA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-28 10:23:56.959614 UTC ±11 ms

    		2024-05-28 10:16:30.252285 UTC

    		

      193.160.115.9

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Jon Anders Arnesen (JAA) using 

  Norwegian BankID

 through 

  Vipps

 as the authentication method. 







The text signed in the 

  Norwegian BankID

 client was:



Jeg signerer dokumentet Årsrapport og årsregnskap 2023 - Butikkpartner med transaksjonsnummer 9222115557518520574.
























Data returned from 

  Vipps

:

  
Name: Jon Anders Arnesen

  
Personal identification number: 

  *Redacted by author*



  
Date of birth: 1971-10-03

  
PID: 9578-5995-4-122480

  

  
Bank: Eika Gruppen AS

  
Signatory distinguished name: CN=Arnesen\, Jon Anders,O=Eika Gruppen AS,C=NO,SERIALNUMBER=9578-5995-4-122480

  
Issuer distinguished Name: CN=BankID - Eika Gruppen AS - Bank CA 3,OU=979319568,O=Eika Gruppen AS,C=NO;OrginatorId=2601;OriginatorName=Skagerrak Sparebank;OriginatorId=2601

  
Certificate valid from: 2022-12-31 08:02:41 UTC




















Signature: 



  *Redacted by author*










      


    

  



  

  

    		2024-05-28 10:23:56.959614 UTC ±11 ms

    		2024-05-28 10:16:30.252285 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.17 ms

		standard deviation: 1.55 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.174%

		|e| < 5 ms: ≈99.868%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-16 18:39:34.018517 UTC and 2024-05-28 10:16:30.252285 UTC:







  		Time collected

  		Clock offset







  

    		2024-04-16 18:39:34.018517

    		-0.5 ms

  





  

    		2024-04-16 19:39:36.737434

    		-0.2 ms

  





  

    		2024-04-16 20:39:38.415293

    		-0.9 ms

  





  

    		2024-04-16 21:39:39.944978

    		1.3 ms

  





  

    		2024-04-16 22:39:42.064102

    		1.3 ms

  





  

    		2024-04-16 23:39:45.432739

    		-0.5 ms

  





  

    		2024-04-17 00:39:47.855389

    		1.4 ms

  





  

    		2024-04-17 01:39:50.108786

    		0.0 ms

  





  

    		2024-04-17 02:39:52.108575

    		1.6 ms

  





  

    		2024-04-17 03:39:53.959221

    		-1.0 ms

  





  

    		2024-04-17 04:39:55.58016

    		0.3 ms

  





  

    		2024-04-17 05:39:58.380554

    		-1.0 ms

  





  

    		2024-04-17 06:40:00.699784

    		2.6 ms

  





  

    		2024-04-17 07:40:02.406314

    		0.0 ms

  





  

    		2024-04-17 08:40:04.465839

    		2.5 ms

  





  

    		2024-04-17 09:40:06.274396

    		0.3 ms

  





  

    		2024-04-17 10:40:08.85357

    		1.2 ms

  





  

    		2024-04-17 11:40:10.564004

    		0.3 ms

  





  

    		2024-04-17 12:40:12.106968

    		-0.9 ms

  





  

    		2024-04-17 13:40:14.351415

    		1.8 ms

  





  

    		2024-04-17 14:40:16.061679

    		1.9 ms

  





  

    		2024-04-17 15:40:19.498331

    		-0.3 ms

  





  

    		2024-04-17 16:40:21.665114

    		3.7 ms

  





  

    		2024-04-17 17:40:23.645792

    		1.8 ms

  





  

    		2024-04-17 18:40:26.70604

    		0.7 ms

  





  

    		2024-04-17 19:40:28.616785

    		1.4 ms

  





  

    		2024-04-17 20:40:31.040428

    		0.5 ms

  





  

    		2024-04-17 21:40:33.580288

    		-1.1 ms

  





  

    		2024-04-17 22:40:35.531601

    		0.9 ms

  





  

    		2024-04-17 23:40:38.955114

    		-2.8 ms

  





  

    		2024-04-18 00:40:41.37358

    		-3.0 ms

  





  

    		2024-04-18 01:40:44.705995

    		0.2 ms

  





  

    		2024-04-18 02:40:46.759837

    		0.4 ms

  





  

    		2024-04-18 03:40:50.576642

    		-0.6 ms

  





  

    		2024-04-18 04:40:52.77625

    		-0.7 ms

  





  

    		2024-04-18 05:40:55.188909

    		-0.7 ms

  





  

    		2024-04-18 06:40:57.538379

    		1.0 ms

  





  

    		2024-04-18 07:40:59.210499

    		0.5 ms

  





  

    		2024-04-18 08:41:00.916202

    		2.8 ms

  





  

    		2024-04-18 09:41:02.599816

    		1.9 ms

  





  

    		2024-04-18 10:41:04.255745

    		3.2 ms

  





  

    		2024-04-18 11:41:05.812563

    		-0.2 ms

  





  

    		2024-04-18 12:41:07.286455

    		-1.4 ms

  





  

    		2024-04-18 13:41:09.546227

    		0.5 ms

  





  

    		2024-04-18 14:41:11.175401

    		0.9 ms

  





  

    		2024-04-18 15:41:13.329323

    		1.8 ms

  





  

    		2024-04-18 16:41:15.000756

    		-0.2 ms

  





  

    		2024-04-18 17:41:18.773798

    		-0.4 ms

  





  

    		2024-04-18 18:41:21.800827

    		-1.8 ms

  





  

    		2024-04-18 19:41:23.683129

    		-2.6 ms

  





  

    		2024-04-18 20:41:26.279981

    		1.5 ms

  





  

    		2024-04-18 21:41:28.099347

    		-1.6 ms

  





  

    		2024-04-18 22:41:30.419423

    		-1.3 ms

  





  

    		2024-04-18 23:41:33.22256

    		-0.2 ms

  





  

    		2024-04-19 00:41:35.262971

    		0.5 ms

  





  

    		2024-04-19 01:41:36.912294

    		-1.0 ms

  





  

    		2024-04-19 02:41:38.451818

    		-0.6 ms

  





  

    		2024-04-19 03:41:41.311027

    		0.2 ms

  





  

    		2024-04-19 04:41:43.854965

    		1.8 ms

  





  

    		2024-04-19 05:41:46.584933

    		-0.7 ms

  





  

    		2024-04-19 06:41:49.189124

    		2.6 ms

  





  

    		2024-04-19 07:41:51.508476

    		-0.1 ms

  





  

    		2024-04-19 08:41:53.134594

    		0.1 ms

  





  

    		2024-04-19 09:41:55.020316

    		2.9 ms

  





  

    		2024-04-19 10:41:56.760171

    		2.7 ms

  





  

    		2024-04-19 11:41:58.62677

    		1.5 ms

  





  

    		2024-04-19 12:42:00.261066

    		2.9 ms

  





  

    		2024-04-19 13:42:01.946289

    		5.8 ms

  





  

    		2024-04-19 14:42:03.71025

    		0.5 ms

  





  

    		2024-04-19 15:42:05.487479

    		-1.4 ms

  





  

    		2024-04-19 16:42:07.345645

    		-1.4 ms

  





  

    		2024-04-19 17:42:09.40898

    		-0.3 ms

  





  

    		2024-04-19 18:42:12.180857

    		-2.4 ms

  





  

    		2024-04-19 19:42:15.740913

    		-0.5 ms

  





  

    		2024-04-19 20:42:17.586602

    		-2.6 ms

  





  

    		2024-04-19 21:42:19.311539

    		1.5 ms

  





  

    		2024-04-19 22:42:21.876329

    		1.5 ms

  





  

    		2024-04-19 23:42:24.064893

    		-0.4 ms

  





  

    		2024-04-20 00:42:26.199925

    		1.9 ms

  





  

    		2024-04-20 01:42:28.683813

    		1.1 ms

  





  

    		2024-04-20 02:42:31.172207

    		1.9 ms

  





  

    		2024-04-20 03:42:33.787606

    		1.6 ms

  





  

    		2024-04-20 04:42:37.511557

    		-1.2 ms

  





  

    		2024-04-20 05:42:38.953521

    		0.6 ms

  





  

    		2024-04-20 06:42:40.797253

    		1.5 ms

  





  

    		2024-04-20 07:42:42.590355

    		0.3 ms

  





  

    		2024-04-20 08:42:44.051399

    		-0.3 ms

  





  

    		2024-04-20 09:42:45.755255

    		1.7 ms

  





  

    		2024-04-20 10:42:47.787239

    		2.4 ms

  





  

    		2024-04-20 11:42:50.900918

    		1.5 ms

  





  

    		2024-04-20 12:42:52.557844

    		0.6 ms

  





  

    		2024-04-20 13:42:55.045854

    		-0.1 ms

  





  

    		2024-04-20 14:42:57.811323

    		1.3 ms

  





  

    		2024-04-20 15:43:00.05932

    		1.4 ms

  





  

    		2024-04-20 16:43:01.596242

    		-0.6 ms

  





  

    		2024-04-20 17:43:05.837041

    		-2.9 ms

  





  

    		2024-04-20 18:43:08.017794

    		-3.7 ms

  





  

    		2024-04-20 19:43:09.777335

    		-3.6 ms

  





  

    		2024-04-20 20:43:12.607961

    		-1.8 ms

  





  

    		2024-04-20 21:43:14.694737

    		-1.1 ms

  





  

    		2024-04-20 22:43:16.252617

    		-1.8 ms

  





  

    		2024-04-20 23:43:18.054688

    		0.3 ms

  





  

    		2024-04-21 00:43:21.227599

    		-0.9 ms

  





  

    		2024-04-21 01:43:23.640524

    		-1.2 ms

  





  

    		2024-04-21 02:43:25.377495

    		0.7 ms

  





  

    		2024-04-21 03:43:28.315817

    		1.5 ms

  





  

    		2024-04-21 04:43:30.213962

    		-0.5 ms

  





  

    		2024-04-21 05:43:32.208984

    		-1.0 ms

  





  

    		2024-04-21 06:43:33.836959

    		0.3 ms

  





  

    		2024-04-21 07:43:35.672975

    		2.4 ms

  





  

    		2024-04-21 08:43:38.350389

    		3.3 ms

  





  

    		2024-04-21 09:43:40.348029

    		1.5 ms

  





  

    		2024-04-21 10:43:41.897864

    		6.0 ms

  





  

    		2024-04-21 11:43:44.475122

    		-1.0 ms

  





  

    		2024-04-21 12:43:46.845298

    		1.3 ms

  





  

    		2024-04-21 13:43:49.031677

    		2.5 ms

  





  

    		2024-04-21 14:43:50.773718

    		0.1 ms

  





  

    		2024-04-21 15:43:52.549509

    		-1.3 ms

  





  

    		2024-04-21 16:43:54.940628

    		-2.2 ms

  





  

    		2024-04-21 17:43:56.521474

    		-1.9 ms

  





  

    		2024-04-21 18:44:00.450099

    		-0.8 ms

  





  

    		2024-04-21 19:44:02.255448

    		-1.2 ms

  





  

    		2024-04-21 20:44:04.205271

    		-0.5 ms

  





  

    		2024-04-21 21:44:05.988913

    		0.2 ms

  





  

    		2024-04-21 22:44:08.265532

    		-2.2 ms

  





  

    		2024-04-21 23:44:10.271904

    		0.8 ms

  





  

    		2024-04-22 00:44:13.283391

    		0.0 ms

  





  

    		2024-04-22 01:44:16.077334

    		-0.1 ms

  





  

    		2024-04-22 02:44:18.205304

    		-0.3 ms

  





  

    		2024-04-22 03:44:21.135656

    		1.1 ms

  





  

    		2024-04-22 04:44:23.752928

    		3.5 ms

  





  

    		2024-04-22 05:44:26.557441

    		0.4 ms

  





  

    		2024-04-22 06:44:28.061069

    		2.7 ms

  





  

    		2024-04-22 07:44:29.508098

    		0.8 ms

  





  

    		2024-04-22 08:44:31.345438

    		-0.4 ms

  





  

    		2024-04-22 09:44:33.283112

    		0.4 ms

  





  

    		2024-04-22 10:44:35.545321

    		1.7 ms

  





  

    		2024-04-22 11:44:37.050992

    		2.6 ms

  





  

    		2024-04-22 12:44:38.923041

    		2.0 ms

  





  

    		2024-04-22 13:44:40.906455

    		-0.1 ms

  





  

    		2024-04-22 14:44:42.434199

    		7.2 ms

  





  

    		2024-04-22 15:44:45.081483

    		4.0 ms

  





  

    		2024-04-22 16:44:48.212518

    		1.9 ms

  





  

    		2024-04-22 17:44:49.697498

    		-0.8 ms

  





  

    		2024-04-22 18:44:51.765469

    		-0.5 ms

  





  

    		2024-04-22 19:44:53.506207

    		-1.4 ms

  





  

    		2024-04-22 20:44:57.330831

    		-2.4 ms

  





  

    		2024-04-22 21:44:59.198985

    		-1.1 ms

  





  

    		2024-04-22 22:45:00.899139

    		-1.8 ms

  





  

    		2024-04-22 23:45:04.062866

    		-2.2 ms

  





  

    		2024-04-23 00:45:07.275246

    		-2.6 ms

  





  

    		2024-04-23 01:45:09.303895

    		0.4 ms

  





  

    		2024-04-23 02:45:12.203557

    		-0.7 ms

  





  

    		2024-04-23 03:45:14.321184

    		2.3 ms

  





  

    		2024-04-23 04:45:16.73412

    		-0.7 ms

  





  

    		2024-04-23 05:45:18.246076

    		0.2 ms

  





  

    		2024-04-23 06:45:20.292047

    		0.9 ms

  





  

    		2024-04-23 07:45:23.042504

    		0.1 ms

  





  

    		2024-04-23 08:45:24.650787

    		0.7 ms

  





  

    		2024-04-23 09:45:26.396177

    		1.3 ms

  





  

    		2024-04-23 10:45:28.735629

    		-1.2 ms

  





  

    		2024-04-23 11:45:30.308028

    		0.4 ms

  





  

    		2024-04-23 12:45:32.124104

    		-0.4 ms

  





  

    		2024-04-23 13:45:33.539783

    		-0.7 ms

  





  

    		2024-04-23 14:45:35.35208

    		0.2 ms

  





  

    		2024-04-23 15:45:37.236431

    		0.2 ms

  





  

    		2024-04-23 16:45:39.109802

    		0.1 ms

  





  

    		2024-04-23 17:45:40.90075

    		-0.3 ms

  





  

    		2024-04-23 18:45:42.548784

    		-1.4 ms

  





  

    		2024-04-23 19:45:45.726194

    		-0.5 ms

  





  

    		2024-04-23 20:45:47.510631

    		-1.3 ms

  





  

    		2024-04-23 21:45:50.137251

    		0.3 ms

  





  

    		2024-04-23 22:45:52.352003

    		-1.4 ms

  





  

    		2024-04-23 23:45:54.404481

    		-1.9 ms

  





  

    		2024-04-24 00:45:55.924392

    		-0.3 ms

  





  

    		2024-04-24 01:45:58.399822

    		1.1 ms

  





  

    		2024-04-24 02:46:00.197816

    		-0.7 ms

  





  

    		2024-04-24 03:46:02.841152

    		-0.1 ms

  





  

    		2024-04-24 04:46:05.20741

    		-1.2 ms

  





  

    		2024-04-24 05:46:06.842082

    		0.3 ms

  





  

    		2024-04-24 06:46:08.701046

    		1.3 ms

  





  

    		2024-04-24 07:46:10.479142

    		-0.9 ms

  





  

    		2024-04-24 08:46:12.031792

    		6.0 ms

  





  

    		2024-04-24 09:46:13.800153

    		-3.9 ms

  





  

    		2024-04-24 10:46:15.466347

    		-1.7 ms

  





  

    		2024-04-24 11:46:17.061781

    		1.3 ms

  





  

    		2024-04-24 12:46:18.744732

    		-0.7 ms

  





  

    		2024-04-24 13:46:20.445049

    		1.9 ms

  





  

    		2024-04-24 14:46:22.318049

    		-0.6 ms

  





  

    		2024-04-24 15:46:23.796706

    		0.3 ms

  





  

    		2024-04-24 16:46:25.801719

    		-0.6 ms

  





  

    		2024-04-24 17:46:28.083176

    		1.7 ms

  





  

    		2024-04-24 18:46:29.620932

    		1.4 ms

  





  

    		2024-04-24 19:46:32.160913

    		-0.3 ms

  





  

    		2024-04-24 20:46:33.808861

    		1.2 ms

  





  

    		2024-04-24 21:46:35.761419

    		0.4 ms

  





  

    		2024-04-24 22:46:37.724093

    		-1.6 ms

  





  

    		2024-04-24 23:46:39.993759

    		-2.0 ms

  





  

    		2024-04-25 00:46:42.615406

    		-1.9 ms

  





  

    		2024-04-25 01:46:44.213675

    		0.3 ms

  





  

    		2024-04-25 02:46:46.07723

    		-0.5 ms

  





  

    		2024-04-25 03:46:47.71946

    		0.7 ms

  





  

    		2024-04-25 04:46:49.943306

    		-0.2 ms

  





  

    		2024-04-25 05:46:52.030642

    		-0.3 ms

  





  

    		2024-04-25 06:46:54.282219

    		2.5 ms

  





  

    		2024-04-25 07:46:56.183562

    		2.2 ms

  





  

    		2024-04-25 08:46:57.690335

    		0.0 ms

  





  

    		2024-04-25 09:46:59.569815

    		-0.3 ms

  





  

    		2024-04-25 10:47:01.765918

    		-1.2 ms

  





  

    		2024-04-25 11:47:03.932078

    		0.8 ms

  





  

    		2024-04-25 12:47:05.53694

    		-1.2 ms

  





  

    		2024-04-25 13:47:07.082963

    		-1.1 ms

  





  

    		2024-04-25 14:47:09.062963

    		1.3 ms

  





  

    		2024-04-25 15:47:11.113128

    		0.8 ms

  





  

    		2024-04-25 16:47:13.498276

    		1.1 ms

  





  

    		2024-04-25 17:47:16.684121

    		0.6 ms

  





  

    		2024-04-25 18:47:18.977014

    		1.0 ms

  





  

    		2024-04-25 19:47:20.770748

    		-1.7 ms

  





  

    		2024-04-25 20:47:24.112632

    		-1.2 ms

  





  

    		2024-04-25 21:47:26.37252

    		-1.2 ms

  





  

    		2024-04-25 22:47:28.845357

    		-2.0 ms

  





  

    		2024-04-25 23:47:31.023104

    		-2.3 ms

  





  

    		2024-04-26 00:47:33.073941

    		-0.4 ms

  





  

    		2024-04-26 01:47:34.885546

    		-1.5 ms

  





  

    		2024-04-26 02:47:37.218862

    		-1.2 ms

  





  

    		2024-04-26 03:47:39.464895

    		-1.0 ms

  





  

    		2024-04-26 04:47:41.59936

    		-1.1 ms

  





  

    		2024-04-26 05:47:43.392974

    		-0.4 ms

  





  

    		2024-04-26 06:47:45.918609

    		2.5 ms

  





  

    		2024-04-26 07:47:48.583342

    		0.0 ms

  





  

    		2024-04-26 08:47:50.435434

    		1.0 ms

  





  

    		2024-04-26 09:47:52.646436

    		-0.7 ms

  





  

    		2024-04-26 10:47:54.353927

    		2.1 ms

  





  

    		2024-04-26 11:47:55.927304

    		-0.3 ms

  





  

    		2024-04-26 12:47:57.48767

    		0.2 ms

  





  

    		2024-04-26 13:47:59.193198

    		0.4 ms

  





  

    		2024-04-26 14:48:01.276723

    		-0.3 ms

  





  

    		2024-04-26 15:48:03.840127

    		0.0 ms

  





  

    		2024-04-26 16:48:06.55324

    		0.7 ms

  





  

    		2024-04-26 17:48:08.6442

    		-1.2 ms

  





  

    		2024-04-26 18:48:11.378533

    		-0.9 ms

  





  

    		2024-04-26 19:48:15.040879

    		1.6 ms

  





  

    		2024-04-26 20:48:18.229838

    		-1.8 ms

  





  

    		2024-04-26 21:48:21.048874

    		-0.8 ms

  





  

    		2024-04-26 22:48:22.630316

    		-1.4 ms

  





  

    		2024-04-26 23:48:25.411256

    		0.8 ms

  





  

    		2024-04-27 00:48:29.377802

    		-1.7 ms

  





  

    		2024-04-27 01:48:33.217023

    		-2.0 ms

  





  

    		2024-04-27 02:48:35.903714

    		-1.2 ms

  





  

    		2024-04-27 03:48:37.782605

    		-0.3 ms

  





  

    		2024-04-27 04:48:41.242542

    		-0.6 ms

  





  

    		2024-04-27 05:48:43.619988

    		2.5 ms

  





  

    		2024-04-27 06:48:45.846479

    		0.7 ms

  





  

    		2024-04-27 07:48:47.928052

    		1.6 ms

  





  

    		2024-04-27 08:48:49.669685

    		1.1 ms

  





  

    		2024-04-27 09:48:51.288186

    		-1.7 ms

  





  

    		2024-04-27 10:48:53.489165

    		2.0 ms

  





  

    		2024-04-27 11:48:54.97557

    		-0.8 ms

  





  

    		2024-04-27 12:48:56.831322

    		-1.1 ms

  





  

    		2024-04-27 13:48:58.704853

    		2.1 ms

  





  

    		2024-04-27 14:49:00.78503

    		1.4 ms

  





  

    		2024-04-27 15:49:02.790079

    		-0.4 ms

  





  

    		2024-04-27 16:49:04.615568

    		-0.5 ms

  





  

    		2024-04-27 17:49:07.86045

    		1.6 ms

  





  

    		2024-04-27 18:49:10.139089

    		-1.4 ms

  





  

    		2024-04-27 19:49:13.416827

    		-0.6 ms

  





  

    		2024-04-27 20:49:15.59864

    		0.0 ms

  





  

    		2024-04-27 21:49:17.544461

    		-0.6 ms

  





  

    		2024-04-27 22:49:20.188408

    		-0.5 ms

  





  

    		2024-04-27 23:49:22.996901

    		0.8 ms

  





  

    		2024-04-28 00:49:24.517695

    		0.0 ms

  





  

    		2024-04-28 01:49:28.695276

    		-2.2 ms

  





  

    		2024-04-28 02:49:30.612393

    		0.6 ms

  





  

    		2024-04-28 03:49:33.205843

    		-1.8 ms

  





  

    		2024-04-28 04:49:35.404492

    		-1.8 ms

  





  

    		2024-04-28 05:49:39.099345

    		0.5 ms

  





  

    		2024-04-28 06:49:42.412793

    		-0.2 ms

  





  

    		2024-04-28 07:49:44.520565

    		3.2 ms

  





  

    		2024-04-28 08:49:46.755708

    		0.2 ms

  





  

    		2024-04-28 09:49:48.971516

    		-0.5 ms

  





  

    		2024-04-28 10:49:51.869007

    		1.8 ms

  





  

    		2024-04-28 11:49:54.901247

    		-0.2 ms

  





  

    		2024-04-28 12:49:56.817633

    		0.2 ms

  





  

    		2024-04-28 13:49:58.829264

    		1.1 ms

  





  

    		2024-04-28 14:50:01.25649

    		2.0 ms

  





  

    		2024-04-28 15:50:03.740545

    		1.3 ms

  





  

    		2024-04-28 16:50:06.605122

    		-0.7 ms

  





  

    		2024-04-28 17:50:08.962173

    		-0.1 ms

  





  

    		2024-04-28 18:50:12.690668

    		1.4 ms

  





  

    		2024-04-28 19:50:14.741276

    		-2.1 ms

  





  

    		2024-04-28 20:50:17.468027

    		0.7 ms

  





  

    		2024-04-28 21:50:19.657296

    		-0.5 ms

  





  

    		2024-04-28 22:50:21.782346

    		1.5 ms

  





  

    		2024-04-28 23:50:24.254136

    		-1.0 ms

  





  

    		2024-04-29 00:50:26.9552

    		-1.2 ms

  





  

    		2024-04-29 01:50:28.949325

    		-1.1 ms

  





  

    		2024-04-29 02:50:32.748462

    		-1.3 ms

  





  

    		2024-04-29 03:50:34.530389

    		-1.5 ms

  





  

    		2024-04-29 04:50:37.381686

    		-1.2 ms

  





  

    		2024-04-29 05:50:39.070693

    		0.1 ms

  





  

    		2024-04-29 06:50:40.791313

    		-0.3 ms

  





  

    		2024-04-29 07:50:42.317371

    		-0.2 ms

  





  

    		2024-04-29 08:50:43.997819

    		0.4 ms

  





  

    		2024-04-29 09:50:46.002234

    		-0.6 ms

  





  

    		2024-04-29 10:50:48.265871

    		1.0 ms

  





  

    		2024-04-29 11:50:49.961029

    		0.9 ms

  





  

    		2024-04-29 12:50:52.608804

    		1.8 ms

  





  

    		2024-04-29 13:50:54.149352

    		1.2 ms

  





  

    		2024-04-29 14:50:56.631201

    		0.5 ms

  





  

    		2024-04-29 15:50:58.630995

    		-1.4 ms

  





  

    		2024-04-29 16:51:01.957455

    		-1.8 ms

  





  

    		2024-04-29 17:51:04.013365

    		0.9 ms

  





  

    		2024-04-29 18:51:07.494845

    		1.3 ms

  





  

    		2024-04-29 19:51:09.208376

    		1.8 ms

  





  

    		2024-04-29 20:51:11.999281

    		2.2 ms

  





  

    		2024-04-29 21:51:13.799666

    		1.0 ms

  





  

    		2024-04-29 22:51:15.624967

    		-0.6 ms

  





  

    		2024-04-29 23:51:17.360214

    		-1.8 ms

  





  

    		2024-04-30 00:51:19.059844

    		-0.8 ms

  





  

    		2024-04-30 01:51:20.761887

    		1.6 ms

  





  

    		2024-04-30 02:51:22.505534

    		-1.0 ms

  





  

    		2024-04-30 03:51:24.08411

    		2.4 ms

  





  

    		2024-04-30 04:51:26.707146

    		-0.8 ms

  





  

    		2024-04-30 05:51:28.819925

    		2.0 ms

  





  

    		2024-04-30 06:51:30.620176

    		0.7 ms

  





  

    		2024-04-30 07:51:32.365838

    		-0.1 ms

  





  

    		2024-04-30 08:51:34.67745

    		0.7 ms

  





  

    		2024-04-30 09:51:36.313513

    		0.5 ms

  





  

    		2024-04-30 10:51:37.794538

    		-0.5 ms

  





  

    		2024-04-30 11:51:39.454418

    		1.6 ms

  





  

    		2024-04-30 12:51:41.571508

    		1.1 ms

  





  

    		2024-04-30 13:51:43.166028

    		0.6 ms

  





  

    		2024-04-30 14:51:44.640874

    		2.0 ms

  





  

    		2024-04-30 15:51:46.223705

    		0.7 ms

  





  

    		2024-04-30 16:51:47.702045

    		1.0 ms

  





  

    		2024-04-30 17:51:49.346022

    		-0.4 ms

  





  

    		2024-04-30 18:51:51.990587

    		1.7 ms

  





  

    		2024-04-30 19:51:56.056171

    		-0.4 ms

  





  

    		2024-04-30 20:51:57.818801

    		-1.8 ms

  





  

    		2024-04-30 21:52:01.696142

    		2.4 ms

  





  

    		2024-04-30 22:52:03.276623

    		-2.2 ms

  





  

    		2024-04-30 23:52:05.455556

    		0.7 ms

  





  

    		2024-05-01 00:52:07.092637

    		-1.3 ms

  





  

    		2024-05-01 01:52:08.891264

    		-0.6 ms

  





  

    		2024-05-01 02:52:11.46833

    		0.0 ms

  





  

    		2024-05-01 03:52:14.080045

    		1.3 ms

  





  

    		2024-05-01 04:52:15.634188

    		0.0 ms

  





  

    		2024-05-01 05:52:17.499256

    		-0.2 ms

  





  

    		2024-05-01 06:52:19.107055

    		-0.1 ms

  





  

    		2024-05-01 07:52:20.774765

    		0.5 ms

  





  

    		2024-05-01 08:52:23.484415

    		2.0 ms

  





  

    		2024-05-01 09:52:25.174451

    		1.7 ms

  





  

    		2024-05-01 10:52:26.764591

    		2.5 ms

  





  

    		2024-05-01 11:52:28.442095

    		-0.5 ms

  





  

    		2024-05-01 12:52:32.643354

    		2.9 ms

  





  

    		2024-05-01 13:52:35.286779

    		-0.7 ms

  





  

    		2024-05-01 14:52:37.767917

    		0.8 ms

  





  

    		2024-05-01 15:52:39.504823

    		1.5 ms

  





  

    		2024-05-01 16:52:42.672649

    		1.7 ms

  





  

    		2024-05-01 17:52:45.609667

    		-0.9 ms

  





  

    		2024-05-01 18:52:48.477867

    		-1.9 ms

  





  

    		2024-05-01 19:52:50.378431

    		-0.8 ms

  





  

    		2024-05-01 20:52:52.814377

    		0.0 ms

  





  

    		2024-05-01 21:52:54.522479

    		-1.4 ms

  





  

    		2024-05-01 22:52:56.205058

    		-0.3 ms

  





  

    		2024-05-01 23:52:58.437844

    		1.0 ms

  





  

    		2024-05-02 00:53:01.284298

    		1.5 ms

  





  

    		2024-05-02 01:53:04.27774

    		1.5 ms

  





  

    		2024-05-02 02:53:06.191649

    		-0.3 ms

  





  

    		2024-05-02 03:53:07.974153

    		-0.9 ms

  





  

    		2024-05-02 04:53:10.24838

    		-1.6 ms

  





  

    		2024-05-02 05:53:12.798957

    		-1.3 ms

  





  

    		2024-05-02 06:53:16.355222

    		2.5 ms

  





  

    		2024-05-02 07:53:19.347954

    		1.3 ms

  





  

    		2024-05-02 08:53:21.942532

    		-0.5 ms

  





  

    		2024-05-02 09:53:23.735122

    		1.1 ms

  





  

    		2024-05-02 10:53:25.625116

    		-0.6 ms

  





  

    		2024-05-02 11:53:28.419883

    		2.1 ms

  





  

    		2024-05-02 12:53:30.791723

    		2.7 ms

  





  

    		2024-05-02 13:53:33.402447

    		0.3 ms

  





  

    		2024-05-02 14:53:35.757326

    		2.3 ms

  





  

    		2024-05-02 15:53:38.038051

    		1.5 ms

  





  

    		2024-05-02 16:53:39.885667

    		2.1 ms

  





  

    		2024-05-02 17:53:41.796714

    		1.4 ms

  





  

    		2024-05-02 18:53:43.329617

    		-0.2 ms

  





  

    		2024-05-02 19:53:45.136129

    		0.3 ms

  





  

    		2024-05-02 20:53:47.227301

    		1.7 ms

  





  

    		2024-05-02 21:53:50.034088

    		2.0 ms

  





  

    		2024-05-02 22:53:51.691186

    		-1.7 ms

  





  

    		2024-05-02 23:53:53.443156

    		-1.9 ms

  





  

    		2024-05-03 00:53:55.04429

    		-0.4 ms

  





  

    		2024-05-03 01:53:58.13474

    		-1.8 ms

  





  

    		2024-05-03 02:53:59.761525

    		1.0 ms

  





  

    		2024-05-03 03:54:01.691417

    		-1.3 ms

  





  

    		2024-05-03 04:54:03.886085

    		1.0 ms

  





  

    		2024-05-03 05:54:05.591642

    		2.1 ms

  





  

    		2024-05-03 06:54:08.540159

    		-0.7 ms

  





  

    		2024-05-03 07:54:10.440449

    		3.2 ms

  





  

    		2024-05-03 08:54:12.173195

    		-0.2 ms

  





  

    		2024-05-03 09:54:14.119969

    		-0.5 ms

  





  

    		2024-05-03 10:54:15.644733

    		-1.1 ms

  





  

    		2024-05-03 11:54:18.755609

    		0.4 ms

  





  

    		2024-05-03 12:54:20.39442

    		-0.3 ms

  





  

    		2024-05-03 13:54:23.031945

    		2.7 ms

  





  

    		2024-05-03 14:54:24.878004

    		2.1 ms

  





  

    		2024-05-03 15:54:26.675315

    		0.3 ms

  





  

    		2024-05-03 16:54:29.048526

    		1.1 ms

  





  

    		2024-05-03 17:54:30.604727

    		1.6 ms

  





  

    		2024-05-03 18:54:34.952117

    		-0.5 ms

  





  

    		2024-05-03 19:54:39.196039

    		1.2 ms

  





  

    		2024-05-03 20:54:43.569476

    		-2.1 ms

  





  

    		2024-05-03 21:54:47.582308

    		-0.3 ms

  





  

    		2024-05-03 22:54:51.806349

    		-1.3 ms

  





  

    		2024-05-03 23:54:53.642243

    		-0.1 ms

  





  

    		2024-05-04 00:54:57.678986

    		-1.9 ms

  





  

    		2024-05-04 01:54:59.760565

    		-1.8 ms

  





  

    		2024-05-04 02:55:02.244045

    		-0.9 ms

  





  

    		2024-05-04 03:55:03.772034

    		-1.2 ms

  





  

    		2024-05-04 04:55:05.545757

    		-0.7 ms

  





  

    		2024-05-04 05:55:07.651897

    		0.0 ms

  





  

    		2024-05-04 06:55:09.528029

    		1.7 ms

  





  

    		2024-05-04 07:55:11.106664

    		2.3 ms

  





  

    		2024-05-04 08:55:13.264185

    		-0.8 ms

  





  

    		2024-05-04 09:55:15.818319

    		3.8 ms

  





  

    		2024-05-04 10:55:17.811771

    		0.2 ms

  





  

    		2024-05-04 11:55:19.325388

    		2.2 ms

  





  

    		2024-05-04 12:55:21.113849

    		-0.3 ms

  





  

    		2024-05-04 13:55:23.020974

    		0.5 ms

  





  

    		2024-05-04 14:55:24.742156

    		0.4 ms

  





  

    		2024-05-04 15:55:26.842064

    		1.0 ms

  





  

    		2024-05-04 16:55:28.768252

    		-0.3 ms

  





  

    		2024-05-04 17:55:30.630064

    		1.6 ms

  





  

    		2024-05-04 18:55:32.884189

    		-1.3 ms

  





  

    		2024-05-04 19:55:35.897784

    		-0.7 ms

  





  

    		2024-05-04 20:55:37.992565

    		-1.2 ms

  





  

    		2024-05-04 21:55:40.600765

    		-1.2 ms

  





  

    		2024-05-04 22:55:43.417864

    		-0.6 ms

  





  

    		2024-05-04 23:55:45.327617

    		0.5 ms

  





  

    		2024-05-05 00:55:49.330658

    		-1.4 ms

  





  

    		2024-05-05 01:55:50.856791

    		-1.4 ms

  





  

    		2024-05-05 02:55:52.40867

    		1.0 ms

  





  

    		2024-05-05 03:55:54.991052

    		-0.4 ms

  





  

    		2024-05-05 04:55:57.887454

    		0.9 ms

  





  

    		2024-05-05 05:55:59.926324

    		1.6 ms

  





  

    		2024-05-05 06:56:04.099261

    		-0.3 ms

  





  

    		2024-05-05 07:56:05.779992

    		-0.8 ms

  





  

    		2024-05-05 08:56:07.619601

    		3.4 ms

  





  

    		2024-05-05 09:56:09.661858

    		0.0 ms

  





  

    		2024-05-05 10:56:11.359885

    		2.5 ms

  





  

    		2024-05-05 11:56:14.111128

    		0.4 ms

  





  

    		2024-05-05 12:56:15.742353

    		0.6 ms

  





  

    		2024-05-05 13:56:17.345272

    		1.5 ms

  





  

    		2024-05-05 14:56:19.739472

    		-0.6 ms

  





  

    		2024-05-05 15:56:21.18129

    		-0.2 ms

  





  

    		2024-05-05 16:56:23.100946

    		-0.1 ms

  





  

    		2024-05-05 17:56:24.807376

    		-0.1 ms

  





  

    		2024-05-05 18:56:27.162476

    		0.1 ms

  





  

    		2024-05-05 19:56:29.43334

    		1.1 ms

  





  

    		2024-05-05 20:56:32.038209

    		-2.7 ms

  





  

    		2024-05-05 21:56:35.468577

    		1.1 ms

  





  

    		2024-05-05 22:56:38.246061

    		0.8 ms

  





  

    		2024-05-05 23:56:40.767118

    		-1.0 ms

  





  

    		2024-05-06 00:56:44.116987

    		-1.6 ms

  





  

    		2024-05-06 01:56:45.723851

    		-1.1 ms

  





  

    		2024-05-06 02:56:47.819761

    		-0.6 ms

  





  

    		2024-05-06 03:56:49.664611

    		0.6 ms

  





  

    		2024-05-06 04:56:51.288243

    		1.3 ms

  





  

    		2024-05-06 05:56:52.865323

    		1.8 ms

  





  

    		2024-05-06 06:56:54.515397

    		-0.1 ms

  





  

    		2024-05-06 07:56:57.063642

    		-0.3 ms

  





  

    		2024-05-06 08:56:59.047769

    		1.4 ms

  





  

    		2024-05-06 09:57:01.766471

    		1.0 ms

  





  

    		2024-05-06 10:57:03.40648

    		1.7 ms

  





  

    		2024-05-06 11:57:05.476707

    		-0.5 ms

  





  

    		2024-05-06 12:57:07.81787

    		0.8 ms

  





  

    		2024-05-06 13:57:09.383199

    		0.9 ms

  





  

    		2024-05-06 14:57:11.247887

    		0.0 ms

  





  

    		2024-05-06 15:57:13.761268

    		1.3 ms

  





  

    		2024-05-06 16:57:15.780236

    		-1.0 ms

  





  

    		2024-05-06 17:57:17.486558

    		1.6 ms

  





  

    		2024-05-06 18:57:19.564701

    		-0.5 ms

  





  

    		2024-05-06 19:57:21.061572

    		-1.4 ms

  





  

    		2024-05-06 20:57:22.96866

    		-2.8 ms

  





  

    		2024-05-06 21:57:25.79423

    		1.1 ms

  





  

    		2024-05-06 22:57:28.223481

    		0.0 ms

  





  

    		2024-05-06 23:57:30.288277

    		-1.5 ms

  





  

    		2024-05-07 00:57:31.731357

    		0.2 ms

  





  

    		2024-05-07 01:57:33.504479

    		0.9 ms

  





  

    		2024-05-07 02:57:35.932532

    		1.0 ms

  





  

    		2024-05-07 03:57:38.154049

    		1.5 ms

  





  

    		2024-05-07 04:57:40.487691

    		1.6 ms

  





  

    		2024-05-07 05:57:42.489132

    		1.7 ms

  





  

    		2024-05-07 06:57:45.667377

    		-0.8 ms

  





  

    		2024-05-07 07:57:47.561664

    		-0.2 ms

  





  

    		2024-05-07 08:57:49.406277

    		1.3 ms

  





  

    		2024-05-07 09:57:51.028651

    		0.2 ms

  





  

    		2024-05-07 10:57:52.896726

    		2.8 ms

  





  

    		2024-05-07 11:57:54.73321

    		4.0 ms

  





  

    		2024-05-07 12:57:56.320545

    		1.0 ms

  





  

    		2024-05-07 13:57:58.064056

    		-0.4 ms

  





  

    		2024-05-07 14:58:01.072569

    		1.1 ms

  





  

    		2024-05-07 15:58:02.799054

    		-2.5 ms

  





  

    		2024-05-07 16:58:04.429999

    		0.7 ms

  





  

    		2024-05-07 17:58:06.103053

    		-1.0 ms

  





  

    		2024-05-07 18:58:08.505798

    		1.3 ms

  





  

    		2024-05-07 19:58:11.37382

    		0.2 ms

  





  

    		2024-05-07 20:58:14.127234

    		-0.5 ms

  





  

    		2024-05-07 21:58:16.122069

    		0.3 ms

  





  

    		2024-05-07 22:58:17.887383

    		-1.0 ms

  





  

    		2024-05-07 23:58:19.984673

    		0.2 ms

  





  

    		2024-05-08 00:58:21.750246

    		-1.2 ms

  





  

    		2024-05-08 01:58:24.751047

    		0.1 ms

  





  

    		2024-05-08 02:58:27.241315

    		-0.9 ms

  





  

    		2024-05-08 03:58:28.738035

    		1.5 ms

  





  

    		2024-05-08 04:58:30.991283

    		-0.6 ms

  





  

    		2024-05-08 05:58:34.260647

    		-0.7 ms

  





  

    		2024-05-08 06:58:37.438021

    		3.6 ms

  





  

    		2024-05-08 07:58:40.171312

    		1.8 ms

  





  

    		2024-05-08 08:58:41.717075

    		4.5 ms

  





  

    		2024-05-08 09:58:43.375652

    		2.1 ms

  





  

    		2024-05-08 10:58:46.330132

    		2.0 ms

  





  

    		2024-05-08 11:58:48.013162

    		-1.3 ms

  





  

    		2024-05-08 12:58:49.589673

    		-0.9 ms

  





  

    		2024-05-08 13:58:51.428701

    		0.7 ms

  





  

    		2024-05-08 14:58:53.91095

    		0.3 ms

  





  

    		2024-05-08 15:58:56.474178

    		1.0 ms

  





  

    		2024-05-08 16:58:58.086783

    		-0.8 ms

  





  

    		2024-05-08 17:58:59.857544

    		-1.9 ms

  





  

    		2024-05-08 18:59:02.840704

    		-0.4 ms

  





  

    		2024-05-08 19:59:04.474767

    		1.7 ms

  





  

    		2024-05-08 20:59:06.246456

    		2.7 ms

  





  

    		2024-05-08 21:59:07.773044

    		2.3 ms

  





  

    		2024-05-08 22:59:10.543349

    		-2.1 ms

  





  

    		2024-05-08 23:59:13.567518

    		-0.6 ms

  





  

    		2024-05-09 00:59:16.270058

    		-0.5 ms

  





  

    		2024-05-09 01:59:19.934484

    		0.9 ms

  





  

    		2024-05-09 02:59:22.356579

    		1.3 ms

  





  

    		2024-05-09 03:59:25.279703

    		-0.7 ms

  





  

    		2024-05-09 04:59:28.090874

    		0.8 ms

  





  

    		2024-05-09 05:59:31.033605

    		-0.7 ms

  





  

    		2024-05-09 06:59:33.852891

    		0.6 ms

  





  

    		2024-05-09 07:59:35.311625

    		3.3 ms

  





  

    		2024-05-09 08:59:39.663081

    		1.7 ms

  





  

    		2024-05-09 09:59:41.186935

    		-0.2 ms

  





  

    		2024-05-09 10:59:45.18224

    		1.5 ms

  





  

    		2024-05-09 11:59:46.841337

    		-1.2 ms

  





  

    		2024-05-09 12:59:50.344518

    		-0.1 ms

  





  

    		2024-05-09 13:59:52.045202

    		2.8 ms

  





  

    		2024-05-09 14:59:54.036483

    		0.9 ms

  





  

    		2024-05-09 15:59:56.929078

    		-0.2 ms

  





  

    		2024-05-09 16:59:58.864369

    		-2.2 ms

  





  

    		2024-05-09 18:00:01.684348

    		-0.5 ms

  





  

    		2024-05-09 19:00:03.661924

    		-1.1 ms

  





  

    		2024-05-09 20:00:05.129855

    		-0.8 ms

  





  

    		2024-05-09 21:00:07.246621

    		-2.3 ms

  





  

    		2024-05-09 22:00:09.335194

    		1.2 ms

  





  

    		2024-05-09 23:00:11.470089

    		-1.1 ms

  





  

    		2024-05-10 00:00:13.042689

    		-2.0 ms

  





  

    		2024-05-10 01:00:15.156315

    		0.2 ms

  





  

    		2024-05-10 02:00:18.545342

    		-0.5 ms

  





  

    		2024-05-10 03:00:20.655243

    		-0.1 ms

  





  

    		2024-05-10 04:00:23.380685

    		-1.4 ms

  





  

    		2024-05-10 05:00:25.47914

    		1.4 ms

  





  

    		2024-05-10 06:00:27.069694

    		-1.8 ms

  





  

    		2024-05-10 07:00:29.563112

    		1.2 ms

  





  

    		2024-05-10 08:00:32.295342

    		0.9 ms

  





  

    		2024-05-10 09:00:34.164398

    		2.3 ms

  





  

    		2024-05-10 10:00:36.632412

    		1.9 ms

  





  

    		2024-05-10 11:00:38.163851

    		0.4 ms

  





  

    		2024-05-10 12:00:40.258612

    		-0.4 ms

  





  

    		2024-05-10 13:00:41.869646

    		1.4 ms

  





  

    		2024-05-10 14:00:43.986648

    		3.8 ms

  





  

    		2024-05-10 15:00:46.332365

    		-1.3 ms

  





  

    		2024-05-10 16:00:48.131389

    		-0.5 ms

  





  

    		2024-05-10 17:00:49.918054

    		-3.5 ms

  





  

    		2024-05-10 18:00:53.068912

    		3.0 ms

  





  

    		2024-05-10 19:00:55.366185

    		0.1 ms

  





  

    		2024-05-10 20:00:57.91739

    		-4.8 ms

  





  

    		2024-05-10 21:01:00.046425

    		-5.7 ms

  





  

    		2024-05-10 22:01:02.514956

    		-5.0 ms

  





  

    		2024-05-10 23:01:04.166183

    		-1.3 ms

  





  

    		2024-05-11 00:01:06.081129

    		-0.4 ms

  





  

    		2024-05-11 01:01:07.93126

    		-1.4 ms

  





  

    		2024-05-11 02:01:10.701006

    		0.0 ms

  





  

    		2024-05-11 03:01:13.333886

    		1.3 ms

  





  

    		2024-05-11 04:01:15.058042

    		1.0 ms

  





  

    		2024-05-11 05:01:16.830439

    		1.3 ms

  





  

    		2024-05-11 06:01:18.368487

    		-0.1 ms

  





  

    		2024-05-11 07:01:20.601311

    		3.6 ms

  





  

    		2024-05-11 08:01:24.449137

    		3.9 ms

  





  

    		2024-05-11 09:01:26.986902

    		2.5 ms

  





  

    		2024-05-11 10:01:29.032659

    		-0.7 ms

  





  

    		2024-05-11 11:01:30.519896

    		0.4 ms

  





  

    		2024-05-11 12:01:33.659069

    		3.5 ms

  





  

    		2024-05-11 13:01:35.885901

    		2.3 ms

  





  

    		2024-05-11 14:01:38.635808

    		-1.9 ms

  





  

    		2024-05-11 15:01:40.557667

    		1.0 ms

  





  

    		2024-05-11 16:01:43.316529

    		-1.3 ms

  





  

    		2024-05-11 17:01:44.747016

    		-0.8 ms

  





  

    		2024-05-11 18:01:46.93539

    		-3.3 ms

  





  

    		2024-05-11 19:01:49.41018

    		-3.2 ms

  





  

    		2024-05-11 20:01:52.664061

    		-1.8 ms

  





  

    		2024-05-11 21:01:55.326805

    		0.3 ms

  





  

    		2024-05-11 22:01:56.855443

    		-1.0 ms

  





  

    		2024-05-11 23:01:59.099887

    		1.6 ms

  





  

    		2024-05-12 00:02:01.355855

    		-1.1 ms

  





  

    		2024-05-12 01:02:03.730238

    		2.0 ms

  





  

    		2024-05-12 02:02:06.535142

    		-3.1 ms

  





  

    		2024-05-12 03:02:08.586799

    		-0.7 ms

  





  

    		2024-05-12 04:02:10.542755

    		0.4 ms

  





  

    		2024-05-12 05:02:13.254769

    		-0.7 ms

  





  

    		2024-05-12 06:02:16.758901

    		-0.9 ms

  





  

    		2024-05-12 07:02:19.438264

    		2.4 ms

  





  

    		2024-05-12 08:02:21.978428

    		2.0 ms

  





  

    		2024-05-12 09:02:24.259657

    		0.6 ms

  





  

    		2024-05-12 10:02:26.034587

    		2.9 ms

  





  

    		2024-05-12 11:02:28.031544

    		-0.4 ms

  





  

    		2024-05-12 12:02:29.923709

    		0.4 ms

  





  

    		2024-05-12 13:02:32.423893

    		-0.9 ms

  





  

    		2024-05-12 14:02:35.539972

    		0.9 ms

  





  

    		2024-05-12 15:02:37.764275

    		-0.1 ms

  





  

    		2024-05-12 16:02:40.484603

    		0.7 ms

  





  

    		2024-05-12 17:02:43.445362

    		0.6 ms

  





  

    		2024-05-12 18:02:45.366162

    		-2.3 ms

  





  

    		2024-05-12 19:02:46.846507

    		-0.7 ms

  





  

    		2024-05-12 20:02:49.543478

    		-1.8 ms

  





  

    		2024-05-12 21:02:51.189698

    		-1.0 ms

  





  

    		2024-05-12 22:02:53.552072

    		-0.5 ms

  





  

    		2024-05-12 23:02:55.826868

    		0.8 ms

  





  

    		2024-05-13 00:02:58.421246

    		-0.3 ms

  





  

    		2024-05-13 01:03:00.16927

    		0.9 ms

  





  

    		2024-05-13 02:03:04.163459

    		0.8 ms

  





  

    		2024-05-13 03:03:06.474262

    		-2.3 ms

  





  

    		2024-05-13 04:03:08.209481

    		0.3 ms

  





  

    		2024-05-13 05:03:10.883741

    		-0.1 ms

  





  

    		2024-05-13 06:03:12.92507

    		0.9 ms

  





  

    		2024-05-13 07:03:14.541941

    		1.6 ms

  





  

    		2024-05-13 08:03:16.794944

    		0.6 ms

  





  

    		2024-05-13 09:03:18.574074

    		0.4 ms

  





  

    		2024-05-13 10:03:19.969339

    		-0.4 ms

  





  

    		2024-05-13 11:03:21.601626

    		0.3 ms

  





  

    		2024-05-13 12:03:23.629389

    		-0.4 ms

  





  

    		2024-05-13 13:03:25.862745

    		-0.3 ms

  





  

    		2024-05-13 14:03:27.491936

    		-0.2 ms

  





  

    		2024-05-13 15:03:28.985136

    		0.4 ms

  





  

    		2024-05-13 16:03:30.589399

    		-1.0 ms

  





  

    		2024-05-13 17:03:33.119038

    		1.4 ms

  





  

    		2024-05-13 18:03:37.010475

    		-0.7 ms

  





  

    		2024-05-13 19:03:38.81466

    		-0.4 ms

  





  

    		2024-05-13 20:03:40.383594

    		1.6 ms

  





  

    		2024-05-13 21:03:42.659281

    		-1.8 ms

  





  

    		2024-05-13 22:03:44.350048

    		-2.3 ms

  





  

    		2024-05-13 23:03:46.498408

    		-2.2 ms

  





  

    		2024-05-14 00:03:50.704226

    		1.7 ms

  





  

    		2024-05-14 01:03:53.113143

    		-0.7 ms

  





  

    		2024-05-14 02:03:54.620102

    		2.4 ms

  





  

    		2024-05-14 03:03:58.322154

    		-1.3 ms

  





  

    		2024-05-14 04:04:01.106429

    		-0.4 ms

  





  

    		2024-05-14 05:04:04.48802

    		-1.0 ms

  





  

    		2024-05-14 06:04:07.191567

    		1.4 ms

  





  

    		2024-05-14 07:04:08.654073

    		2.3 ms

  





  

    		2024-05-14 08:04:11.543502

    		3.2 ms

  





  

    		2024-05-14 09:04:13.424965

    		-0.1 ms

  





  

    		2024-05-14 10:04:15.437441

    		3.5 ms

  





  

    		2024-05-14 11:04:17.497354

    		2.5 ms

  





  

    		2024-05-14 12:04:19.156298

    		0.5 ms

  





  

    		2024-05-14 13:04:21.057481

    		1.1 ms

  





  

    		2024-05-14 14:04:22.691421

    		0.4 ms

  





  

    		2024-05-14 15:04:24.226922

    		4.8 ms

  





  

    		2024-05-14 16:04:27.297412

    		2.5 ms

  





  

    		2024-05-14 17:04:30.051382

    		1.6 ms

  





  

    		2024-05-14 18:04:32.450552

    		2.3 ms

  





  

    		2024-05-14 19:04:34.794277

    		2.1 ms

  





  

    		2024-05-14 20:04:37.446041

    		0.2 ms

  





  

    		2024-05-14 21:04:39.812719

    		0.3 ms

  





  

    		2024-05-14 22:04:41.20053

    		0.0 ms

  





  

    		2024-05-14 23:04:43.796748

    		2.0 ms

  





  

    		2024-05-15 00:04:45.647979

    		0.2 ms

  





  

    		2024-05-15 01:04:47.395255

    		-0.6 ms

  





  

    		2024-05-15 02:04:51.445304

    		0.9 ms

  





  

    		2024-05-15 03:04:53.043716

    		-1.7 ms

  





  

    		2024-05-15 04:04:56.305206

    		0.9 ms

  





  

    		2024-05-15 05:04:58.771516

    		1.3 ms

  





  

    		2024-05-15 06:05:01.268311

    		1.6 ms

  





  

    		2024-05-15 07:05:03.054046

    		2.1 ms

  





  

    		2024-05-15 08:05:04.599923

    		2.0 ms

  





  

    		2024-05-15 09:05:06.256711

    		0.6 ms

  





  

    		2024-05-15 10:05:08.055337

    		0.2 ms

  





  

    		2024-05-15 11:05:10.404006

    		1.0 ms

  





  

    		2024-05-15 12:05:11.846588

    		3.2 ms

  





  

    		2024-05-15 13:05:14.079457

    		0.3 ms

  





  

    		2024-05-15 14:05:16.303051

    		-0.4 ms

  





  

    		2024-05-15 15:05:17.761236

    		2.3 ms

  





  

    		2024-05-15 16:05:19.208939

    		1.6 ms

  





  

    		2024-05-15 17:05:20.849334

    		1.5 ms

  





  

    		2024-05-15 18:05:22.717534

    		-0.5 ms

  





  

    		2024-05-15 19:05:25.841327

    		-2.3 ms

  





  

    		2024-05-15 20:05:28.28167

    		-2.3 ms

  





  

    		2024-05-15 21:05:30.066531

    		-1.7 ms

  





  

    		2024-05-15 22:05:33.069859

    		0.7 ms

  





  

    		2024-05-15 23:05:35.17324

    		1.7 ms

  





  

    		2024-05-16 00:05:37.019111

    		0.0 ms

  





  

    		2024-05-16 01:05:38.787966

    		-2.4 ms

  





  

    		2024-05-16 02:05:40.922968

    		-2.8 ms

  





  

    		2024-05-16 03:05:42.999441

    		-3.6 ms

  





  

    		2024-05-16 04:05:46.276216

    		2.2 ms

  





  

    		2024-05-16 05:05:48.369671

    		2.8 ms

  





  

    		2024-05-16 06:05:50.971109

    		0.9 ms

  





  

    		2024-05-16 07:05:52.908996

    		0.9 ms

  





  

    		2024-05-16 08:05:55.549881

    		1.8 ms

  





  

    		2024-05-16 09:05:57.160644

    		3.5 ms

  





  

    		2024-05-16 10:05:59.188518

    		3.5 ms

  





  

    		2024-05-16 11:06:01.659028

    		1.1 ms

  





  

    		2024-05-16 12:06:03.234862

    		1.2 ms

  





  

    		2024-05-16 13:06:05.124974

    		-1.8 ms

  





  

    		2024-05-16 14:06:06.863377

    		-0.7 ms

  





  

    		2024-05-16 15:06:08.531024

    		1.4 ms

  





  

    		2024-05-16 16:06:10.623662

    		-0.5 ms

  





  

    		2024-05-16 17:06:13.886102

    		-2.4 ms

  





  

    		2024-05-16 18:06:16.202211

    		-0.1 ms

  





  

    		2024-05-16 19:06:19.65653

    		-2.5 ms

  





  

    		2024-05-16 20:06:22.816837

    		1.1 ms

  





  

    		2024-05-16 21:06:25.391516

    		-1.6 ms

  





  

    		2024-05-16 22:06:27.916942

    		-1.9 ms

  





  

    		2024-05-16 23:06:30.065912

    		-1.4 ms

  





  

    		2024-05-17 00:06:32.23693

    		-1.4 ms

  





  

    		2024-05-17 01:06:34.194886

    		-1.1 ms

  





  

    		2024-05-17 02:06:36.065181

    		-1.6 ms

  





  

    		2024-05-17 03:06:37.521077

    		-2.0 ms

  





  

    		2024-05-17 04:06:40.459393

    		-1.6 ms

  





  

    		2024-05-17 05:06:44.603113

    		-0.7 ms

  





  

    		2024-05-17 06:06:47.279105

    		-0.8 ms

  





  

    		2024-05-17 07:06:48.992609

    		-0.4 ms

  





  

    		2024-05-17 08:06:51.143569

    		3.3 ms

  





  

    		2024-05-17 09:06:53.702806

    		2.3 ms

  





  

    		2024-05-17 10:06:55.329445

    		-0.5 ms

  





  

    		2024-05-17 11:06:56.854502

    		0.6 ms

  





  

    		2024-05-17 12:06:59.039901

    		0.0 ms

  





  

    		2024-05-17 13:07:00.924056

    		0.7 ms

  





  

    		2024-05-17 14:07:02.801081

    		0.5 ms

  





  

    		2024-05-17 15:07:05.737451

    		-0.3 ms

  





  

    		2024-05-17 16:07:08.019391

    		1.8 ms

  





  

    		2024-05-17 17:07:09.819798

    		-1.0 ms

  





  

    		2024-05-17 18:07:12.435463

    		-0.7 ms

  





  

    		2024-05-17 19:07:15.26007

    		-1.1 ms

  





  

    		2024-05-17 20:07:17.124388

    		-2.2 ms

  





  

    		2024-05-17 21:07:19.627738

    		-1.0 ms

  





  

    		2024-05-17 22:07:22.128821

    		1.8 ms

  





  

    		2024-05-17 23:07:23.812583

    		0.6 ms

  





  

    		2024-05-18 00:07:26.036751

    		0.9 ms

  





  

    		2024-05-18 01:07:27.897459

    		-1.4 ms

  





  

    		2024-05-18 02:07:29.980044

    		-0.5 ms

  





  

    		2024-05-18 03:07:31.532345

    		-2.8 ms

  





  

    		2024-05-18 04:07:33.050021

    		-2.3 ms

  





  

    		2024-05-18 05:07:36.501855

    		0.5 ms

  





  

    		2024-05-18 06:07:39.170866

    		1.6 ms

  





  

    		2024-05-18 07:07:42.057905

    		1.1 ms

  





  

    		2024-05-18 08:07:45.110525

    		2.0 ms

  





  

    		2024-05-18 09:07:48.42081

    		1.0 ms

  





  

    		2024-05-18 10:07:51.013245

    		-0.2 ms

  





  

    		2024-05-18 11:07:52.659441

    		1.2 ms

  





  

    		2024-05-18 12:07:55.035115

    		-0.8 ms

  





  

    		2024-05-18 13:07:56.720004

    		0.8 ms

  





  

    		2024-05-18 14:07:58.621201

    		-0.8 ms

  





  

    		2024-05-18 15:08:00.261824

    		0.1 ms

  





  

    		2024-05-18 16:08:01.963626

    		0.3 ms

  





  

    		2024-05-18 17:08:04.585809

    		-0.5 ms

  





  

    		2024-05-18 18:08:08.095013

    		-0.3 ms

  





  

    		2024-05-18 19:08:11.567896

    		2.0 ms

  





  

    		2024-05-18 20:08:13.343079

    		-1.2 ms

  





  

    		2024-05-18 21:08:14.92517

    		-1.0 ms

  





  

    		2024-05-18 22:08:17.774063

    		-0.8 ms

  





  

    		2024-05-18 23:08:20.287049

    		-1.9 ms

  





  

    		2024-05-19 00:08:22.262387

    		-1.1 ms

  





  

    		2024-05-19 01:08:23.959544

    		-1.7 ms

  





  

    		2024-05-19 02:08:27.489021

    		-0.8 ms

  





  

    		2024-05-19 03:08:30.019327

    		0.5 ms

  





  

    		2024-05-19 04:08:31.633638

    		-1.0 ms

  





  

    		2024-05-19 05:08:34.474362

    		0.2 ms

  





  

    		2024-05-19 06:08:36.012198

    		-0.9 ms

  





  

    		2024-05-19 07:08:37.539778

    		0.5 ms

  





  

    		2024-05-19 08:08:39.498703

    		0.6 ms

  





  

    		2024-05-19 09:08:41.05347

    		3.4 ms

  





  

    		2024-05-19 10:08:43.042272

    		1.7 ms

  





  

    		2024-05-19 11:08:45.389028

    		2.8 ms

  





  

    		2024-05-19 12:08:47.963099

    		2.9 ms

  





  

    		2024-05-19 13:08:49.95828

    		2.9 ms

  





  

    		2024-05-19 14:08:51.457188

    		1.1 ms

  





  

    		2024-05-19 15:08:54.794751

    		1.5 ms

  





  

    		2024-05-19 16:08:56.545895

    		2.3 ms

  





  

    		2024-05-19 17:08:58.973062

    		1.4 ms

  





  

    		2024-05-19 18:09:01.958013

    		0.5 ms

  





  

    		2024-05-19 19:09:03.909694

    		-0.1 ms

  





  

    		2024-05-19 20:09:07.345707

    		1.2 ms

  





  

    		2024-05-19 21:09:09.340489

    		0.5 ms

  





  

    		2024-05-19 22:09:10.989141

    		-1.1 ms

  





  

    		2024-05-19 23:09:13.279562

    		2.0 ms

  





  

    		2024-05-20 00:09:15.188151

    		-1.7 ms

  





  

    		2024-05-20 01:09:17.684477

    		-1.7 ms

  





  

    		2024-05-20 02:09:20.127056

    		-0.6 ms

  





  

    		2024-05-20 03:09:22.671159

    		-1.1 ms

  





  

    		2024-05-20 04:09:26.234969

    		-1.5 ms

  





  

    		2024-05-20 05:09:29.021599

    		1.4 ms

  





  

    		2024-05-20 06:09:30.798338

    		-0.6 ms

  





  

    		2024-05-20 07:09:32.462857

    		-0.2 ms

  





  

    		2024-05-20 08:09:35.766631

    		0.1 ms

  





  

    		2024-05-20 09:09:37.41843

    		-0.3 ms

  





  

    		2024-05-20 10:09:39.738231

    		2.3 ms

  





  

    		2024-05-20 11:09:41.339841

    		2.0 ms

  





  

    		2024-05-20 12:09:43.462183

    		4.5 ms

  





  

    		2024-05-20 13:09:45.199554

    		0.9 ms

  





  

    		2024-05-20 14:09:46.828582

    		0.0 ms

  





  

    		2024-05-20 15:09:48.877933

    		2.7 ms

  





  

    		2024-05-20 16:09:50.473038

    		-2.3 ms

  





  

    		2024-05-20 17:09:52.27838

    		-0.5 ms

  





  

    		2024-05-20 18:09:53.784903

    		-0.7 ms

  





  

    		2024-05-20 19:09:55.780876

    		1.0 ms

  





  

    		2024-05-20 20:09:57.394025

    		3.0 ms

  





  

    		2024-05-20 21:09:59.848665

    		2.3 ms

  





  

    		2024-05-20 22:10:01.932874

    		1.5 ms

  





  

    		2024-05-20 23:10:03.511455

    		-1.6 ms

  





  

    		2024-05-21 00:10:05.850341

    		-5.4 ms

  





  

    		2024-05-21 01:10:09.734758

    		-1.1 ms

  





  

    		2024-05-21 02:10:11.338228

    		-1.7 ms

  





  

    		2024-05-21 03:10:12.961864

    		0.4 ms

  





  

    		2024-05-21 04:10:15.533867

    		1.4 ms

  





  

    		2024-05-21 05:10:18.067671

    		1.4 ms

  





  

    		2024-05-21 06:10:20.499655

    		2.9 ms

  





  

    		2024-05-21 07:10:22.712861

    		0.2 ms

  





  

    		2024-05-21 08:10:24.388559

    		1.3 ms

  





  

    		2024-05-21 09:10:26.184271

    		1.3 ms

  





  

    		2024-05-21 10:10:27.983599

    		3.0 ms

  





  

    		2024-05-21 11:10:30.308999

    		0.5 ms

  





  

    		2024-05-21 12:10:31.975533

    		-1.3 ms

  





  

    		2024-05-21 13:10:33.450256

    		1.4 ms

  





  

    		2024-05-21 14:10:34.883845

    		1.6 ms

  





  

    		2024-05-21 15:10:37.110792

    		2.1 ms

  





  

    		2024-05-21 16:10:38.701754

    		1.3 ms

  





  

    		2024-05-21 17:10:41.105226

    		3.4 ms

  





  

    		2024-05-21 18:10:44.84187

    		-0.9 ms

  





  

    		2024-05-21 19:10:46.594266

    		-0.4 ms

  





  

    		2024-05-21 20:10:48.751615

    		-0.8 ms

  





  

    		2024-05-21 21:10:50.749746

    		0.7 ms

  





  

    		2024-05-21 22:10:53.447214

    		1.5 ms

  





  

    		2024-05-21 23:10:56.621102

    		-0.9 ms

  





  

    		2024-05-22 00:10:59.517036

    		-0.5 ms

  





  

    		2024-05-22 01:11:01.429078

    		-1.9 ms

  





  

    		2024-05-22 02:11:04.077699

    		-0.3 ms

  





  

    		2024-05-22 03:11:06.66983

    		-1.1 ms

  





  

    		2024-05-22 04:11:08.885341

    		-1.5 ms

  





  

    		2024-05-22 05:11:10.824981

    		-1.4 ms

  





  

    		2024-05-22 06:11:12.558875

    		-0.4 ms

  





  

    		2024-05-22 07:11:14.301905

    		0.2 ms

  





  

    		2024-05-22 08:11:16.294794

    		1.0 ms

  





  

    		2024-05-22 09:11:17.91153

    		2.9 ms

  





  

    		2024-05-22 10:11:19.848967

    		-0.5 ms

  





  

    		2024-05-22 11:11:21.450899

    		2.7 ms

  





  

    		2024-05-22 12:11:23.028288

    		2.1 ms

  





  

    		2024-05-22 13:11:24.764367

    		5.6 ms

  





  

    		2024-05-22 14:11:26.419223

    		-0.7 ms

  





  

    		2024-05-22 15:11:28.207105

    		0.3 ms

  





  

    		2024-05-22 16:11:30.410877

    		2.6 ms

  





  

    		2024-05-22 17:11:32.809845

    		-1.1 ms

  





  

    		2024-05-22 18:11:34.627948

    		0.4 ms

  





  

    		2024-05-22 19:11:38.404425

    		1.3 ms

  





  

    		2024-05-22 20:11:40.940819

    		1.2 ms

  





  

    		2024-05-22 21:11:43.088644

    		-2.5 ms

  





  

    		2024-05-22 22:11:45.419261

    		-0.1 ms

  





  

    		2024-05-22 23:11:47.296798

    		-3.0 ms

  





  

    		2024-05-23 00:11:50.250109

    		-2.5 ms

  





  

    		2024-05-23 01:11:51.891661

    		-1.5 ms

  





  

    		2024-05-23 02:11:53.742789

    		-1.4 ms

  





  

    		2024-05-23 03:11:56.64568

    		-0.4 ms

  





  

    		2024-05-23 04:11:59.218664

    		0.8 ms

  





  

    		2024-05-23 05:12:02.14552

    		0.3 ms

  





  

    		2024-05-23 06:12:04.790327

    		2.4 ms

  





  

    		2024-05-23 07:12:06.287294

    		5.2 ms

  





  

    		2024-05-23 08:12:07.868432

    		1.9 ms

  





  

    		2024-05-23 09:12:09.466164

    		-0.6 ms

  





  

    		2024-05-23 10:12:11.500835

    		1.7 ms

  





  

    		2024-05-23 11:12:13.152282

    		-0.2 ms

  





  

    		2024-05-23 12:12:14.776332

    		-1.1 ms

  





  

    		2024-05-23 13:12:16.697602

    		1.1 ms

  





  

    		2024-05-23 14:12:18.395262

    		1.0 ms

  





  

    		2024-05-23 15:12:19.884682

    		2.2 ms

  





  

    		2024-05-23 16:12:21.608414

    		1.2 ms

  





  

    		2024-05-23 17:12:23.487838

    		0.4 ms

  





  

    		2024-05-23 18:12:26.202391

    		-2.1 ms

  





  

    		2024-05-23 19:12:28.786902

    		-2.0 ms

  





  

    		2024-05-23 20:12:30.561154

    		-1.6 ms

  





  

    		2024-05-23 21:12:34.315695

    		-1.6 ms

  





  

    		2024-05-23 22:12:36.482631

    		0.9 ms

  





  

    		2024-05-23 23:12:39.116601

    		-1.2 ms

  





  

    		2024-05-24 00:12:40.980567

    		-2.0 ms

  





  

    		2024-05-24 01:12:42.675881

    		-1.4 ms

  





  

    		2024-05-24 02:12:44.49074

    		1.2 ms

  





  

    		2024-05-24 03:12:47.386583

    		-4.4 ms

  





  

    		2024-05-24 04:12:49.098909

    		0.9 ms

  





  

    		2024-05-24 05:12:51.278941

    		1.7 ms

  





  

    		2024-05-24 06:12:53.857783

    		1.4 ms

  





  

    		2024-05-24 07:12:56.210883

    		1.4 ms

  





  

    		2024-05-24 08:12:58.049493

    		4.1 ms

  





  

    		2024-05-24 09:13:00.428863

    		0.6 ms

  





  

    		2024-05-24 10:13:02.088698

    		-0.7 ms

  





  

    		2024-05-24 11:13:04.118084

    		0.1 ms

  





  

    		2024-05-24 12:13:06.241791

    		0.1 ms

  





  

    		2024-05-24 13:13:07.748387

    		-0.8 ms

  





  

    		2024-05-24 14:13:09.542822

    		-0.5 ms

  





  

    		2024-05-24 15:13:11.122825

    		-0.8 ms

  





  

    		2024-05-24 16:13:12.537879

    		-0.8 ms

  





  

    		2024-05-24 17:13:15.222087

    		-0.4 ms

  





  

    		2024-05-24 18:13:18.319371

    		1.2 ms

  





  

    		2024-05-24 19:13:20.399255

    		-0.4 ms

  





  

    		2024-05-24 20:13:22.628845

    		-1.0 ms

  





  

    		2024-05-24 21:13:26.491062

    		-1.0 ms

  





  

    		2024-05-24 22:13:29.21251

    		0.9 ms

  





  

    		2024-05-24 23:13:31.153916

    		-1.4 ms

  





  

    		2024-05-25 00:13:33.411286

    		-2.2 ms

  





  

    		2024-05-25 01:13:35.323701

    		-0.9 ms

  





  

    		2024-05-25 02:13:37.3541

    		-1.1 ms

  





  

    		2024-05-25 03:13:39.855855

    		-0.7 ms

  





  

    		2024-05-25 04:13:43.677354

    		-1.1 ms

  





  

    		2024-05-25 05:13:45.893209

    		-0.5 ms

  





  

    		2024-05-25 06:13:47.800848

    		-0.9 ms

  





  

    		2024-05-25 07:13:49.615811

    		0.4 ms

  





  

    		2024-05-25 08:13:51.262238

    		0.4 ms

  





  

    		2024-05-25 09:13:52.755886

    		0.0 ms

  





  

    		2024-05-25 10:13:54.34004

    		1.4 ms

  





  

    		2024-05-25 11:13:56.277549

    		1.0 ms

  





  

    		2024-05-25 12:13:57.70894

    		1.5 ms

  





  

    		2024-05-25 13:13:59.443268

    		-0.3 ms

  





  

    		2024-05-25 14:14:00.990344

    		1.2 ms

  





  

    		2024-05-25 15:14:02.71234

    		-0.7 ms

  





  

    		2024-05-25 16:14:04.920672

    		1.4 ms

  





  

    		2024-05-25 17:14:06.808399

    		-0.7 ms

  





  

    		2024-05-25 18:14:08.908457

    		1.2 ms

  





  

    		2024-05-25 19:14:11.579359

    		-1.7 ms

  





  

    		2024-05-25 20:14:14.961147

    		-2.6 ms

  





  

    		2024-05-25 21:14:18.215695

    		-0.8 ms

  





  

    		2024-05-25 22:14:20.497813

    		-1.3 ms

  





  

    		2024-05-25 23:14:22.090113

    		-0.9 ms

  





  

    		2024-05-26 00:14:23.530824

    		-0.2 ms

  





  

    		2024-05-26 01:14:26.54237

    		-0.2 ms

  





  

    		2024-05-26 02:14:28.470588

    		1.2 ms

  





  

    		2024-05-26 03:14:30.684192

    		-1.4 ms

  





  

    		2024-05-26 04:14:33.64937

    		0.9 ms

  





  

    		2024-05-26 05:14:35.098905

    		1.5 ms

  





  

    		2024-05-26 06:14:36.808901

    		0.2 ms

  





  

    		2024-05-26 07:14:38.899741

    		1.2 ms

  





  

    		2024-05-26 08:14:40.847928

    		2.9 ms

  





  

    		2024-05-26 09:14:42.379616

    		4.0 ms

  





  

    		2024-05-26 10:14:44.539456

    		1.1 ms

  





  

    		2024-05-26 11:14:46.814295

    		1.9 ms

  





  

    		2024-05-26 12:14:48.375687

    		0.5 ms

  





  

    		2024-05-26 13:14:50.013612

    		1.1 ms

  





  

    		2024-05-26 14:14:51.554199

    		-1.0 ms

  





  

    		2024-05-26 15:14:53.159154

    		-1.0 ms

  





  

    		2024-05-26 16:14:54.991979

    		-3.8 ms

  





  

    		2024-05-26 17:14:56.996604

    		-2.8 ms

  





  

    		2024-05-26 18:14:59.308839

    		-1.0 ms

  





  

    		2024-05-26 19:15:02.529656

    		0.4 ms

  





  

    		2024-05-26 20:15:06.052407

    		-1.6 ms

  





  

    		2024-05-26 21:15:08.621828

    		0.9 ms

  





  

    		2024-05-26 22:15:11.277948

    		0.1 ms

  





  

    		2024-05-26 23:15:13.733667

    		-1.2 ms

  





  

    		2024-05-27 00:15:16.856701

    		-0.1 ms

  





  

    		2024-05-27 01:15:20.360298

    		-1.4 ms

  





  

    		2024-05-27 02:15:21.834714

    		-1.6 ms

  





  

    		2024-05-27 03:15:23.225992

    		0.6 ms

  





  

    		2024-05-27 04:15:25.662506

    		-1.1 ms

  





  

    		2024-05-27 05:15:28.752592

    		-1.6 ms

  





  

    		2024-05-27 06:15:30.276707

    		1.3 ms

  





  

    		2024-05-27 07:15:31.918347

    		0.2 ms

  





  

    		2024-05-27 08:15:33.420115

    		3.1 ms

  





  

    		2024-05-27 09:15:35.104475

    		-0.4 ms

  





  

    		2024-05-27 10:15:36.955928

    		0.3 ms

  





  

    		2024-05-27 11:15:39.194734

    		-0.8 ms

  





  

    		2024-05-27 12:15:40.722482

    		-1.7 ms

  





  

    		2024-05-27 13:15:42.330529

    		-1.3 ms

  





  

    		2024-05-27 14:15:43.909733

    		-0.1 ms

  





  

    		2024-05-27 15:15:46.540004

    		2.0 ms

  





  

    		2024-05-27 16:15:48.463922

    		1.8 ms

  





  

    		2024-05-27 17:15:51.064058

    		-2.3 ms

  





  

    		2024-05-27 18:15:52.943156

    		0.8 ms

  





  

    		2024-05-27 19:15:55.29168

    		-1.0 ms

  





  

    		2024-05-27 20:15:57.208194

    		0.6 ms

  





  

    		2024-05-27 21:16:00.576004

    		0.7 ms

  





  

    		2024-05-27 22:16:02.290101

    		0.1 ms

  





  

    		2024-05-27 23:16:04.839707

    		-0.5 ms

  





  

    		2024-05-28 00:16:08.539005

    		0.9 ms

  





  

    		2024-05-28 01:16:10.204239

    		-2.7 ms

  





  

    		2024-05-28 02:16:13.301497

    		0.1 ms

  





  

    		2024-05-28 03:16:16.368798

    		0.6 ms

  





  

    		2024-05-28 04:16:19.374111

    		1.0 ms

  





  

    		2024-05-28 05:16:22.06193

    		0.2 ms

  





  

    		2024-05-28 06:16:23.815012

    		1.2 ms

  





  

    		2024-05-28 07:16:25.313005

    		1.3 ms

  





  

    		2024-05-28 08:16:27.029174

    		2.7 ms

  





  

    		2024-05-28 09:16:28.586169

    		0.4 ms

  





  

    		2024-05-28 10:16:30.252285

    		1.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-05-28 07:58:33.995 UTC

    		193.212.198.139

    		Trine Riis Groven (TRG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-28 07:58:59.735 UTC

    		193.212.198.139

    		Trine Riis Groven (TRG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-28 08:05:54.069 UTC

    		77.16.215.55

    		Andreas Finsrud (AF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-28 08:06:09.349 UTC

    		77.16.215.55

    		Andreas Finsrud (AF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-28 09:20:36.559 UTC

    		51.174.212.244

    		Gunnar Torfinn Dale (GTD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-28 09:20:42.437 UTC

    		51.174.212.244

    		Gunnar Torfinn Dale (GTD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-28 10:13:26.444 UTC

    		46.15.223.49

    		Odd Hatling (OH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-28 10:13:29.812 UTC

    		46.15.223.49

    		Odd Hatling (OH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-28 10:20:54.702 UTC

    		193.160.115.9

    		Jon Anders Arnesen (JAA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-28 10:23:18.441 UTC

    		193.160.115.9

    		Jon Anders Arnesen (JAA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  









